Using Model-Based Reasoning for Locating Faults in VHDL

Designs

Markus Stumptner and FranzW otawa

Model-based reasoning has seen successful application in hardw are oriented and ph ysical domains and man y models of ph ysical d evices are currently available. In the softw are domain is still ongoing w ork. In this paper w e describ e tw o kinds of models for prog ram s w hich are u sed for lo cating faults in VHDL designs, suitable for embedding into the VHDL d evelopment process and w ith the actual system description automatically derivable from the code of the p rogram under scrutin y.

Introduction

T oday’s hardware designers comm onlyuse dedicated hardware description languages such as VHDL for describing the behavior of their designs. Since VLSI designs are becom ing larger and larger, there is an increasing need for tools that support detecting m isbehaviors and locating the responsible parts of the program . Currentl y, m isbehaviors are detected b y com paring the output of a design in form of signal value changes over tim e, i.e., a waveform trace (W FT), with a specification trace (see F igur e 1) or by com paring the whole design to a form al specification.

T he first type of detection is called validation, while the latter is k nown as verification. Once a m isbehavior has been detected, the designer will be interested in those parts of the pr ogram which caused the program to fail. T his could be, e.g., individual statem ents, processes, or m odules.

In the past, different approaches have been proposed for the basic task of helping a programm er find and fix bugs. Som e of them use dependencies between

variables and signals [10] [2] [1] , t ypicallywork ing directl yon the basis of the pr ogram code but requiring m ore user interaction to find the bug. Other approaches use the program sem antics (e.g., [5] [8] ). All those listed have in comm on that the ydo not need an additional spec ification or user interaction to built a tool specific data structure from the progr am code.

However, som e of the approaches use spec ialpurpose algorithm s or relyon a spec ific programm ing language. In this paper we describe the application of m odel-based reasoning to software debugging to overcom e this lim itation. W e discuss two different m odels, one based exclusivelyon dependenc y inform ation, and the other using the full sem antics of

VHDL program s. However, both m odels can be applied using the sam e diagnostic algor ithm .

Both m odels, described in the next section, can be autom aticallyderived from the source code of a given

VHDL program , elim inating the need for writing a separate form al specification. Nonetheless we need som e k ind of k nowledge about the expected behavior of the progr am to perform anyk ind of diagnosis. T his behavior is given in term s of expected values for signals occurring in the program . T he values are specified b ythe user in term s of value sequences over tim e of a set of input-output vectors. T hese sequences m aystem from different sources:

a verbal specification that the hardware designer trans lates into an actual test set, output data obtained from an earlier highlevel version of the design that is assum ed to be correct (the m ost comm on situation), or output of a verification tool which returned a counter-exam ple to show that som e desired propertydoes not hold.

Figure 1 Softw are debugging cycle

Although we believe that m odel-based diagnos is is gener al enough to handle alm ost all fault s ituations occurring for software, we restrict our m odel to deal with functional bugs, e.g., m isused variables or functions. S yntax errors, errors leading to runtim e exceptions, and bugs causing the program to loop infinitel yoften are out of the scope of the m odels and this paper. In addition, we assum e that the correct program is onl ya sm all variant of the program to be debugged. T his distinguishes our work from work in the field of tutoring s ystem s [3] .

Modeling for VHDL debugging

T he crucial dec ision when building a diagnosis m odel from program code involves the choice of those parts of the progr am which are supposed to be represented as com ponents in the m odel. T his decision will naturall ydirectl yinfluence the gr anularit yof the

diagnosis results. If statem ents are m apped to com ponents, bugs are localized on the statem ent level, and faults inside a statem ent cannot be diagnosed without fault m odes, i.e., descriptions of how a particular type of fault changes the s ystem behavior. (In the softwar e dom ain, fault m odes can be expressed as repair actions on a progr am , see [6] for a m ore detailed discussion.) O n the other hand, using expressions as diagnosis com ponents allows finer granularit y, but at the cost of significantl yincreasing the num ber of com ponents and the diagnosis tim e.

Apart from the granularityof diagnostic results, one also has to decide on how to represent the dom ain of variables in the program . For the purpose of this paper we restrict the discussion to scalar values. W e can either use the full dom ain given b ythe t ype of a variable or signal occurring in a progr am , or use a m ore abstract representation.

W e use the VHDL im plem entation of a sim ple counter

(see Figur e 2) to illustrate how m odels can be derived from program s. T he behavior of the counter is specified as follows. If both inputs are set to 0, the counter increm ents its value. If E1 is set to 1 and E2 to

0, the value is decrem ented. If E1 is set to 0 and E2 to

1 the counter is set to 0, and in the last case where both inputs are set to 1, the counter is set to 1. T he output is coded using a 1-from -4 decoder. A counter value 0 is represented bythe output vector A1=1,

A2=0, A3=0, A4=0, and 3 is represented b yA1=0,

A2=0, A3=0, A4=1.

Each VHDL design is given b yspecif ying the inputs and outputs using the VHDL entit ydeclaration (called

COUNT ER in F igure 2), and the behavior us ing the

VHDL architecture statem ents (called BEHAV in

Figure 2). T he behavior can be described using concurrent statem ents, e.g., processes or concurrent signal assignm ents. Individual processes consist of conventional sequential program code (sequential statem ents).

As our first m odel for VHDL program s, we chose a representation that used concurrent statem ents as diagnosis com ponents and com pletel yabstracted from individual values, referring to variables or signals m erelyas being correct or incorrect with regar d to observations. T his representation allows the debugging of ver ylarge program s with up to 10 MB of source code [1] . In a second m odel, we used expressions, sequential statem ents, and concurrent signal assignm ent statem ents as diagnos is com ponents [7] [11] . T he behavior of the diagnosis com ponents is given b ythe sem antics of the or iginal expression or statem ent.

T he Dependency based model was developed during the Des ign Diagnosis of VHDL specifications

(DDV) project funded b ySiem ens Austr ia as the first m odel used in the VHDLDIAG protot ype. It uses functional dependencies between signals and variables.W e saythat a signal ( variable) x depends on

1. library IEEE;

2. use IEEE.STD_LOGIC_1164. all ;

3. entity COUNTER is

4. port (

5. E1,E2,CLK: in STD_LOGIC;

6. A1,A2,A3,A4: out STD_LOGIC);

7. end COUNTER;

8. architecture BEHAV of COUNTER is

10. signal D1,D2,Q1,Q2,NQ1,NQ2: STD_LOGIC := ’0’;

11. begin

12. -- Input combinatorial block

13. comb_in: process (Q1,Q2,E1,E2)

14. variable I1,I2: STD_LOGIC;

15. begin

16. I1 := not ((Q1 and Q2) or ( not (Q1) and not (Q2)));

17. I2 := (I1 and E1) or ( not (I1) and not (E1));

18. D1 <= (E1 and E2) or (E2 nor I2);

19. D2 <= (E1 and E2) or (E2 nor Q2);

20. end process comb_in;

21. -- Output combinatorial block

22. comb_out: process (Q1,Q2,NQ1,NQ2)

23. begin

24. A1 <= NQ2 and NQ1;

25. A2 <= Q2 and NQ1;

26. A3 <= NQ2 and Q1;

27. A4 <= Q1 and Q2;

28. end process comb_out;

29. NQ1 <= not (Q1);

30. NQ2 <= not (Q2);

31. -- Memory block

32. dff: process (CLK)

33. begin

34. if ((CLK = ’1’) and CLK’EVENT then

35. Q1 <= D1;

36. Q2 <= D2;

37. end if ;

38. end process dff; [0.1em]

39. end BEHAV;

Figure 2 AVHDL counter implem entation

other signals or variables M ( written as (x,M) ), if a value change of a signal (variable) y Î M m aycause a change of the value of x . Functional dependencies for the statem ents in the program can be eas il ycom puted from the source code. For exam ple, consider line 18 of the COUNT ER(BEHAV) program . T he signal D1 depends on the signals E1 and E2 and the variable I2, i.e., the set of dependenc ies {(D1,{E1,E2,I2})} describes the assignm ent statem ent in line 18 in the dependenc y-based m odel.

Since we are interested in building a com ponent m odel fragm ent for concurrent statem ents, we com bine the dependenc ysets of the sequential statem ents.

Consider again the COUNT ER(BEHAV) program . T he dependencies for the the process "com b_in" are given by {(D1,{ E1,E2,Q 1,Q2}), (D2,{ E1,E2,Q2})} . Note that according to VHDL sem antics, a signal S is not changed directl yb ya concurrent statem ent C . Instead

C changes the value of the so-called driver of S , denoted bythe pair (C,S) . All drivers of S ((C i

,S) for anyc om ponent C i

that contains an assignm ent to S ) influence the value of the signal S ( with the choice between conflicting dr ivers being m ade b ya special resolution function that dec ides on the right value to tak e). T his special qualit yis represented b ythe functional dependenc ygraph depicted in Figure 3. T he dependencies of all concurrent statem ents intuitivel y induce a functional dependenc ygraph b yassum ing that all signals are nodes and that two nodes are connected onl yif one signal depends on the other.

T he sem antics of a program ’s functional dependencies can be autom aticall yencoded in logic. Consider a concurrent statem ent C . If C is correct and all its input

signals have correct values, then the output signals of

C also have to have correct values. T he inputs and outputs coinc ide with the signals that occur in the functional dependencies of the statem ent. For exam ple consider the concurrent signal assignm ent from line 29 in Figure 2 ( which we will r efer to as St

29

from here on). T he dependenc ies are given b y D

29

=

{(NQ1,{Q1} )}. T he signal Q1 is an input for St

29

, while

NQ1 is an output signal. T he m odel fragm ent produced for St

29

is Ø AB( St

29

) Ù ok(Q1) ® ok(St

29

,NQ1) . T he AB predicate (standing for �abnorm al^) is used to indicate whether a statem ent is assum ed to be correct or not.

(It would be possible to use the Ok predicate for statem ents instead of Ø AB , but use of AB is m ore comm on in the m odel-based diagnosis literature.)

Apart from the m odel, we need the abilit yto specif y observations which describe the actual behavior of the program . W hen using the dependenc ym odel, observations are sim plyc lassifications that tell us whether the value of signal S is correct or not, correctness being repr esented b ythe gr ound fact ok(S) , and and incorrect value for signals S b ythe fact

Ø ok(S) . In addition, for all signals the s ystem description contains the rule ok(S) Ù Ø ok(S) ® ^ .

T he VHDLDIAG m odel is actuall ysom ewhat m ore com plex since c yc les within the dependenc ygraph require special handling. An initial m odel that propagated signal correctness using abstract tim e values resulted in size O(|Signals| 2 × |Concurrent

Statements| 2 ) for the s ystem description and pr evented effective diagnosis of large s ystem s. An im proved m odel, described in [1] , used direct m odifications of

(a) T he program structure

(b) T he functional graph repr esentation

Figure 3 T w o representations of the VHDL counter

the dependenc ygraph to allow a s ystem description of linear size.

T he dependenc ym odel has been tested using realworld designs, with diagnoses being com puted in a tim e fram e suitable for the application. Even for larger designs, the diagnosis tim e was less than 10 m inutes, which is satisfactor ysince sim plyexecuting the sam e design using a comm ercial sim ulator can alr ead ytak e hours to da ys ( depending on the m axim um sim ulation tim e lim it). T he qualityof the diagnosis results varies from design to design depending on the properties of the functional dependenc ygr aph. However, no diagnoses ar e om itted. If too m anydiagnoses are com puted, additional k nowledge about the correctness or incorrectness of signal values has to be used. T he current im plem entation provides assistance to the user byindicating whic h signals to exam ine next.

T he exact model was developed as an extension to the abstract m odel to obtain better diagnosis results when debugging sm aller program s. T he m apping from

VHDL program s to the logical representation form ing the exact m odel proceeds in two stages. Initiall y, the program is converted into a com ponent c onnection m odel, where com ponents represent expressions and assignm ent statem ents, and connections represent signals and variables. T his step is m ainl yconcerned with programm ing language s yntax issues, except for the handling of drivers and resolution functions, and distinguishing between var iable and signal assignm ents. T he second step involves the rem oval of c yc les to reduce the com putational com plexit yof diagnosis. F inally, we conver t the resulting com ponent connection m odel into a logical theor yb yusing the com ponents’ behavior and the inform ation about connectivity. T he com ponent behavior is given b y logical sentences that express the VHDL sem antics of the related program fragm ent.

Example : T he process "com b_out" is m apped to the com ponent-connection m odel given in Figure 4. T he function and and all assignm ents are m apped to diagnosis com ponents, e.g., AND_1 in the case of and . A s im ilar conversion can be applied to the whole

COUNT ER(BEHAV) program . If we exam ine the functional dependenc ygraph, we see that the signals

Q1 and Q2 depend on them selves. T he sam e c ycle also occurs in the com ponent-connection m odel. T o avoid the use of tem poral m odels, we can elim inate the c yc le b ysplitting the signal in two parts. A separate signal representing one part, e.g., Q1, is used to represent the value at a tim e point T-1 and another signal, e.g., Q 1_out, represents the value at tim e T . T o com pute diagnoses for tim e T we have to k now the signal values at T-1 . After rem oving all c ycles, the logical m odel can be directly derived from the com ponent-connection m odel. For exam ple, the behavior of the AND com ponent is given b y and ( A) Þ

( Ø AB( A) ® out(A) = (in

1

(A) Ù in

2

( A))) . Observations for the detailed m odel are equations of the form S =

Val , where S is a signal or variable and Val is a value.

Initial exper im ents using the exact m odel indeed show reductions in the sets of com puted diagnoses. T he overall num ber of diagnoses can be reduced further if other techniques such as thos e described in [8] and filtering criter ia are applied. T he m odels are described in m ore detail in [1] [7] [11] .

Discussion

In this section we com pare the dependenc y-based m odel to the value-bas ed m odel according to their diagnostic capabilities using the following sm all VHDL exam ple.

1. entity DEMO is

2. port (

3. X,Y: in STD_LOGIC;

4. U,V: out STD_LOGIC);

5. end DEMO; [0.2em]

6. architecture BEHAV of DEMO is

7. signal I1,I2: STD_LOGIC := ’0’;

8. begin

9. I1 <= X;

10. U <= not (I1);

11. I2 <= I1 and Y;

12. V <= I2;

13. end BEHAV;

In the DEMO(BEHAV) program the assignm ent statem ents in lines 9..12 are assum ed to be executed in parallel. Now consider the spec ified behavior: If X=0 and Y=1 , then the output of DEMO(BEHAV) m ust be

U=1 and V=1 . It can be easilyproved that the progr am com putes U=1 and V=0 contradicting the s pecification.

Note that replacing statem ent 11 b y"I2 <= I1 o r Y;" is a solution to this debugging problem .

Figure 4 T he converted comb _out process

In the first step we use our dependenc ym odel for debugging. T his m odel M FD

DEMO

com prises 4 com ponents St

9

, St

10

, St

11

, and St

12

. T he behavior is given by:

Ø AB(St

9

) Ù ok(X) ® ok(I1,9) , ok(I1,9) ® ok(I1) ,

Ø AB(St

10

) Ù ok(I1 ) ® ok(U,10 ) , ok(U,10 ) ® ok(U ) ,

Ø AB(St

11

) Ù ok(I1 ) Ù ok(Y ) ® ok(I2,11 ) , ok(I2,11 ) ® ok(I2 ) ,

Ø AB(St

12

) Ù ok(I2 ) ® ok(V,12 ) , ok(V,12 ) ® ok(V )

Com paring the specified values with the evaluation results we obtain the following observations:

ok(X) Ù ok(Y) Ù ok(U) Ù Ø ok(V) .

Using this m odel and the definitions of m odel-based diagnosis [4] we get one conflict { St

9

, St

11

, St

12

} and finall ythree s ingle diagnoses {St

9

}, { St

11

}, and { St

12

}. In this case, the result is equal to the result that would be obtained when using program slicing [9] [10] . However, there ar e exam ples wher e the dependenc y-based approach im proves on the program slicing results. A detailed discussion about this issue is outside the scope of this paper.

T he graphical representation of the value-based m odel

M V

DEMO

for the DEMO(BEHAV) program is depicted in

Figure 5 and com prises 6 com ponents: ASSIGN

9

,

ASSIGN

10

, ASSIGN

11

, and ASSIGN

12

r epresenting the assignm ents and NOT

10

and AND

11

the functions used. Again we can com pute conflicts using the com ponent’s behavior and structure given by the m odel and the observations. For this m odel the observations are equivalent to the spec ified values. In difference from M FD

DEMO

we now obtain two conflict sets: {ASSIGN

9

, AND

11

, ASSIGN

11

, ASSIGN

12

} and

{NOT

10

, ASSIGN

10

, AND

11

, ASSIGN

11

, ASSIGN

12

} , and finall ythree s ingle diagnoses: {AND

11

} , {ASSIGN

11

} , and { ASSIGN

12

} . W hen com paring this result to the previous one we see that statem ent St

9

is not a single diagnosis when using a m ore sophisticated m odel. An explanation is as follows: Assum e that St

9

( º

ASSIGN

9

) is a single diagnosis. From U=1 and

Ø AB(ASSIGN

10

) and Ø AB(NOT

10

) we obtain I1=0 .

T ogether with Ø AB(ASSIGN

11

) , Ø AB( AND

11

) , and Y=1 we der ive I2=0 . Using this fact and Ø AB(ASSIGN

12

) , we finall yhave V=0 contradicting the specification.

Hence, { ASSIGN

9

} can not be a single diagnosis for m odel M V

DEMO

.

W hat we see using this exam ple is that the m ore detailed m odel m aylead to m ore focused results and therefore requires less user interaction for locating the bug. In addition, the value-based m odel can be extended to present to the user not onl ythe bug location but also suggestions of how to correct the error. Moreover, when assum ing structural correctness, i.e., no m isused variables, the result for

M V

DEMO

can be further im proved. For exam ple, assum e diagnosis { ASSIGN

12

} . W e can com pute the input for

ASSIGN

12

and com pare it to the expected output given bythe specification.

X Y in

1

(ASSIGN

12

) V(expected)

0 0 0 0

1 0 0 1

0 1 0 1

1 1 1 1

W hat we see is that (assum ing structural correctness) the incorrect statem ent ASSIGN

12

can onl ybe corrected b yreplacing it with another statem ent that also has one input and one output, but com putes different output values for the sam e input value. T his is not possible and therefore { ASSIGN

12

} is not a single diagnosis. W ith sim ilar argum ents we can elim inate

{ ASSIGN

11

} from the list of single diagnoses. Finall y, onl y{ AND

11

} rem ains! Although this result indicates the superior discrim ination of the com ponentconnection m odel, the dependenc ym odel is byno m eans useless. T he m ost im portant reason is that debugging with the dependenc ym odel can be perform ed m uch faster than with the exact m odel.

T herefore the dependenc ym odel is better suited to debugging large program s while the other m odel is for debugging sm aller parts of a large program once identified as being bugg y. In addition, there are program classes wher e both m odels behave equall y good, e.g., program s im plem enting a chain of inverters. In this situation, where the value based m odel provides no additional discrim ination, it is better to use the dependenc ym odel allowing to com pute diagnoses m uch faster.

Conclusion

In this paper we have presented two different m appings from VHDL program s to logical m odels used for debugging. T he principles behind these m appings can be applied to other pr ogramm ing languages.

However, adaptions and extensions are necessar y.

Future research includes the developm ent of m odels for recursive functions and loops, which are not necessar yin the VHDL dom ain, since these constructs are not used b yhardware designers.

Model-based reasoning provides a general theor yalso for program debugging regardless of programm ing paradigm . For exam ple, the dependenc ym odel is

Figure 5 T he converted DEM O(BEH AV) program

sim ilar to program slicing [10] , while the exact m odel is related to Shapiro’s algorithm ic program debugging approach [5] . However, the m odel-based approach provides a higher degree of independence between a particular m odel and a particular diagnosis algorithm than the algorithm ic debugging approach.

Ack now ledgment

T he work presented in this paper has been partiall y funded b ySiem ens Austria under research grant DDV

GR 21/96106/4 and the Austrian Science Fund under

Projects N Z29-INF and P12344-INF.

Address of Correspondence:

Mark us Stum ptner, FranzW otawa:

T echnische Universität W ien

Institut für Inform ationss ystem e

Database and Artificial Intelligence Group

Favor itenstraß e 9-11, A- 1040 Vienna, Austr ia

T el.: +43 (1) 58801 18433, +43 (1) 58801 18432

Em ail: {m st,wotawa}@dbai.tuwien.ac.at

Bibliography

[1] Gerhard Friedrich, Markus Stumptner, and Franz W otawa.

Model-based diagnosis of hardware designs. Artificial

Intelligence, 111(2):3-39, July 1999.

[2] Ron I. Kuper. Dependency-directed localization of software bugs. Technical Report AI-TR 1053, MIT AI Lab, May 1989.

[3] W illiam R. Murray. Automatic Program Debugging for

Intelligent Tutoring Systems. Pitman Publishing, 1988.

[4] Raymond Reiter. A theory of diagnosis from first principles.

Artificial Intelligence, 32(1):57-95, 1987.

[5] Ehud Shapiro. Algorithmic Program Debugging. MIT Press,

Cambridge, Massachusetts, 1983.

[6] Markus Stumptner and Franz W otawa. A model-based approach to software debugging. In Proc. of the International

W orkshop on Principles of Diagnosis (DX’96), Val Morin,

Canada, 1996.

[7] Markus Stumptner and Franz W otawa. VHDLDIAG+: Valuelevel Diagnosis of VHDL Programs. In Proc. of the International

W orkshop on Principles of Diagnosis (DX´98), Cape Cod, May

1998.

[8] Markus Stumptner and Franz W otawa. Debugging Functional

Programs. In Proceedings 16 th International Joint Conf. on

Artificial Intelligence (IJCAI´99), Stockholm, Sweden, August

1999.

[9] Mark W eiser. Programmers use slices when debugging.

Communications of the ACM, 25(7):446-452, July 1982.

[10] Mark W eiser. Program slicing. IEEE Transactions on Software

Engineering, 10(4):352-357, July 1984.

[11] Franz W otawa. Debugging synthesizeable VHDL Programs.

In Proceedings of the Tenth International W orkshop on

Principles of Diagnosis (DX-99), Loch Awe, UK, 1999.

M arkus Stumptner is an associate pr ofessor of com puter science at the Vienna Universityof

T echnolog y, where he heads the m odel-based reasoning group at the Insitute for Inform ation

System s. His research interests include configuration, m odel-based reasoning and software diagnosis, constraint satisfaction, and object-oriented techniques for software and data engineering. He received his MS and PhD in c om puter science from the Vienna

Universit yof T echnolog y. He is a m em ber of the IEEE

Com puter Society, ACM, and AAAI.

Franz Wotaw a received a M.Sc. in Com puter Science in 1994 and a PhD in 1996 both from Vienna

Universit yof T echnolog y. He is currentlyan assistant professor at Vienna Universit yof T echnologyand a m em ber of the Database and Artificial Intelligence

Group. His research interests include m odel-based and qualitative reasoning, configuration, planning, theorem proving and intelligent agents. Currently,

FranzW otawa work s on applying m odel-based diagnosis to software debugging and has been involved in several projects in this dom ain. He is a m em ber of IEEE Com puter Societ y, ACM, and AAAI.