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Abstract

We investigatethe problemof doing postmortem
fault isolationfor concurrentsystemsusing a be-
havioral model. The aim is to isolatethe action
that hascausedhe failure of the system,the root
action. The naive approachwould be to saythat
a certainactionis the root actioniff it is a logical

consequencef themodelandobsenationsthatthe
actionis thefirst “badthing to happen”.This, how-

ever, is astrongrequiremenandputshigh demand
on the model. In this paperwe describethe con-
ceptof strong root candidate a relaxationof the
naive approach.The advantageof determiningthe
strongroot candidatedirectly from modeland ob-

senationsis that the setof tracesconsistentwith

modelandobsenationsneednotbeexplicitly com-
puted. The propertyof strongroot candidatecan
insteacbedeterminean-the-fly thusonly comput-
ing relevantpartsof thereachablestatespace.

1 Introduction

In this paperwe describea model-basedHamscheret al.,
1997 approachto fault isolationin object orientedcontrol
software. The work is motivatedby a real industrial robot
control systemdevelopedby ABB Robotics. The systemis
large (the orderof 108 linesof code),concurrenthasan ob-
jectorientedarchitectureandis highly configurablesupport-
ing differenttypesof robotsandcell configurationsSincethe
systemis time- andsafety-criticathefirst priority, in caseof
afailure,is to bring the systemto a safestate;alarmsthatgo
off areloggedandcanbe analyzedvhenthe systemcomes
to a stand-still. Thefaultsconsideredre primarily hardware
faults,andthereforewerely ontheassumptiorthatthefailing
hardware has somesoftware counterparthat is affectedby
thefailureof thehardware.In additionwe make thecommon
singlefaultassumptioni.e. thata systenfailureis causedy
only onefault (but resultingin cascadinglarms).

Thelog thuscontainspartial informationaboutthe events
thattook placeat the approximatdime of the systemfailure.
However, the orderin which messagesareloggeddoesnot
necessarilyreflect the way error messagepropagate- the
systemis concurrentand safetycritical actionsmay have to
be taken beforeerror reportingtakes place. Hence,in what

inger@sy.liu.se

followswe (somevhatconseratively) view thelog asa setof
errormessagedn additionasystemmaycontainanumberof
critical eventsthatare unobserable,but which may explain
all obsenablealarms.

The ultimateaim of our faultisolationmethodis to single
outtheerrormessagéhatexplainstheactualcauseof thefail-
ure,or possiblyanunobserablecritical eventexplainingthe
obsenations.Thatis, weaimto discarderrormessagewhich
aredefinitely effectsof othererrormessagesyhile trying to
isolate error messagesor critical events)which explain all
othermessagedn contrasto messagéiltering, we canthus
find failing componentshathave not manifestedhemseles
in the errorlog, if the failing of the componenis a logical
consequencef the modelandthe obsenations. Given the
sizeof the softwareit is not possibleto usethe codedirectly
—we haveto rely onamodelof thesoftware.n this papemwe
considerfinite statemachinemodelsexpressedn a process
algebra.Theprocessalgebras choserherebecausé allows
for more straightforvard formal reasoninghanfor example
statecharts,but the contribution of this work - the fault iso-
lation - reliesonly onthelabeledtransitionsystemsemantics
of themodel.In practicetheaimis to useabehaioral model
thatis an artifact of the software developmentprocesssuch
as statecharts. Thenthereis no extra costassociatedvith
maintaininga correctmodelwhenthesoftwareevolves,since
thensodoesthemodel.

In standardAl diagnosiditerature,seee.g.[Reiter 1987,
adiagnosids a (minimal) setof failed componentsxplain-
ing theobsenations.But for dynamicsystemgsystemsawith
state)adiagnosiss oftendefinedasthesetof all tracespr tra-
jectories,consistenwith the obsenations(seee.g.[Cordier
etal., 2001;Consoleetal., 200d). However, thisdefinitionis
generallyinsufiicient to isolatethe origin of the fault(s),and
requirespost-processingp pin-point e.g.the faulty compo-
nent(s). Our approactis moredirectandfocuseson finding
the alarm that explains (is consistentwith) all obsenables:
given the systemdescription,expressedn a simpleprocess
algebraandtheobsenations we try to infer theorigin of the
fault using propertiesof actionsinvolving the temporalor-
der, expressedn a specificationanguagebasedon a subset
of the temporallogic CTL, originally developedfor verifi-
cation[Clarke et al., 1999. This resembleghe processof
modelcheckingandasin the caseof model-checkinghere
is no needfor calculationof the entirestatespaceobviously



equivalentto the setof tracesconsistentvith modelandob-
senations)if the temporallogic formulaeare evaluatedby
constructinghe statespaceon-the-fly

Ourapproactalsobearssomeresemblancéo thatof Sam-
pathet al. [Sampathet al., 1995. However their work is
mainly concernedwvith diagnosabilityin discreteevent sys-
tems;i.e. to detectwithin finite delay whethera certaintype
of faulthasoccurred While ourapproachs amenabl@nly to
post-mortemanalysis the work reportedin [Sampathet al.,
1995 is mainlyintendedor monitoringandon-linedetection
anddiagnosis.

The restof the paperis organizedasfollows: In Section
2 we describethe behaior languagehatwill be usedto de-
fine a transitionrelation, that definesthe set of all possible
behaiors (i.e. traces).In Section3 we provide rulesfor en-
tailment of somepredicatesof interestfrom configurations
andthetraceghatcanfollow from them. Finally, we outline
ongoingandfuturework in Sectior4.

2 A behavior language

A behaior modelcanbeexpressedn differentways,andwe
have chosento usea processalgebra.No matterwhich for-
malismand notationthatis used,the semanticshouldpro-
vide alabeledtransitionrelationthatdescribeshe statetran-
sitionsof the modeledsystem.In this sectionwe describea
processalgebrainfluencedby CCS[Milner, 1989 andgive
thenecessargemantics.

2.1 Processes

Our procesdanguagas constructedrom thefollowing syn-
tacticcategyories

¢ afinite set£ of actionlabelsdenotedby a in our meta
languageEveryactionlabelis equippedwvith anassoci-
atedarityn > 0.

e asetQ of objectid’sdenotedy o.

¢ afinite setS of states4 with associatearity n > 0.
We considerfour typesof actions(denotediy a in our meta
language).

e Sendactionsof theform o:a(t), whereo is therecipient
object, @ an n-ary actionlabel and t is an n-tuple of
objectid’sor variables.

e Receve actionsof the form a(x) wherea is ann-ary
actionlabelandx is ann-tupleof variables.

¢ Internalactionsof theforma, wherea is anullaryaction
label.

o New-actionsof theform new(o, P) whereo € O andP
is aprocessexpressiondefinedbelow.

A processds describedby a processexpression denotedby
P (andoccasionallyy), andgiven by the following abstract
syntax
Pu=Alt)| D P
iel
wherel is afinite index set. Sumsare usuallywritten sim-
ply a;.P; + as.P,. We resene the nullary stateStop for a

completedprocess.We assumehatevery A/n € S (Stop
exceptedhasadefiningequationof theform

Ax) % p

A processstateo is a partialmapfrom O to P. The object
init € O is calledtheinitializing object the stateMain €
S is calledthe main processandthe statesq := {init —
Main} is calledtheinitial processstate

Let 0: O — P beaprocessstate,o € O andP € P.
By olo — P] we denotethe processstatewhich is almost
identicalto o exceptpossiblyato. Thatis

Pifz=o0
ofo = P|(z) :== { g(x)lotherwise

Thebehaiorsof oursystemaredescribedy thelabeledran-
sitionrulesin Figurel. Ourtransitionsareof theform

o !
o—0

wherea (the obsenation)is a setof pairsof theform (o, a)
representin@ctiona occurringin objecto.

Therearefour transitionrules,syng internal, new anddef
The rule syncallows two objectsto synchronizetheir state
transitionsandoptionallyexchangevalues.In our limited al-
gebratheonly valuesthatcanbetransmittecareobjectiden-
tifiers. However, theideais notto modelall systembehavior,
but to have a systemmodelthatrevealssynchronizatiorand
systemstructure. Therule internal allows a single objectto
performatransitionby itself. Creationof new objectsis han-
dled by the rule new, and def allows for exchanginga state
with its definition?!

Example

Typically, a systemis describedby creatinga main process
thatsetsup the systemstructure.Figure2 shavs anexample
of sucha system. ProcessM ain createsthreeobjectsand
runs Setup which tells the objectsabouteachothervia the
inst call. Thisis neededsincewhenstarted,a processdoes
not know arything aboutits ervironment. After init, each
objectwill actasa peerto-peemode,asshavedin Figures3
(thesystem)and4 (objectdetails).Objectscansendrequests
to eachother andsometimesheanswetto arequests afail-
ure,andthenthe systemis broughtto a halt by transmission
of down messages.

3 Fault Isolation

Theavailableinformationwhendoingfaultisolationis asys-
tem modeland an obsenation (in our casea messagdog).
We usethetermscenarioto referto thatinformation. In the
following we overloadthe term actionin the context of sce-
nariosto meanpairs (o,a) € O x L whereo is an object
identifieranda is an actionlabel. Someof the actionsin a
systemare critical actions actionsthat are associatedvith
systenfailures.

Thus a scenariois a quadruple(—s, Crit, Logy, Log,),
where— isaprocesstatetransitionrelation,Crit C O x L

!Sincewe rely on a finite statespacemodel, we do not allow
unboundedreationof objectsvia the new rule.



Servent(this, z,y)

Wait(this, z,

Compute(this, z,y,0)

Fail(z,y)
Down

S

Main
Setup(z,y, z)

o(0;)) =P +0;:a(t).P+ P, o(oj) =P +a(x).Q+ P
o (oL o1 s Plloy = Q{x/t}]

sync:

0'(0,') =P +a.P+ P

internal: U {(ﬂ’;)}

O'[Oi '—>P]

o(0;) = P, + new(0,Q).P+ P; ofo; = Pllo— Q] > o’

new :
ol '
o— 0

o(0;) = A(t) Ax)“ P ofo; — P{x/t}] S o

def: =
!
oc—o

Figurel: Procesdransitionrules(t is a vectorof objectid’s)

def z:Teq(this). Wait(this, z,y) + y:Teq(this).Wait(this, z, y)+
req(0).Compute(this, z,y,0) + down(). Down
y) = ok().Servent(this, z,y) + fail().Fail(z,y)
def o:0k().Servent(this, z,y) + o:fail().Servent(this, z,y)
= z:down().Fail(z,y) + y:down().Fail(z,y)
def
= Stop
= init(this, z,y).Servent(this, z,y)
et new(s1, 9).new(ss2, S).new(ss, S).Setup(s1, s2, $3)
def

z:init(z, y, z).yunit(y, z, T).z:init(z, z,y).Stop

Figure2: A processlgebraexample



is the setof critical actions,Log, C O x L is the setof
actionsthat have beenobsened (i.e. the messagédog), and
Log, C O x L is the setof actionsknown not to have oc-
curred(i.e. the obsenableactionsnot containedn the mes-
sagelog). Thus, we assumethat a synchronizedaction is
loggedastwo separat@actions— onefrom the sendingobject
andone from the receving. This allows modelingof mes-
sagesendingwith unknown recever andis no severelimi-

tation sinceit is possibleto expressrecever informationby
havingamodelwherethedesiredactionlabelsareuniqueand
receverobjectid thusbecomesinambiguous.

A configuation, denoted”, is thesymbol L or apair (o, )
whereo is aprocessstateand! C O x L is a setof actions.
Thefollowing rulesdefinesthe configulationtransitionrela-
tion = for agiven— andLog,,.

c ¢ anLog,=90
(o,0) = (o', l1U Q)

o6 anLog,#0
(o) =L

Theconfiguration{init — Main}, ) is calledtheinitial
configuation. Theconfigurationl is calleda forbiddencon-
figuration and representonfigurationsthat are allowed by
the behaioral model, but inconsistenwith the obsenations
at hand. We seeconfigurationsas snapshot®f the system
stateof a givenscenarioandthe configurationtransitionre-
lation describeghe behavior of the system.Faultisolationis
theproces®f findingthefirst critical actionthathasoccurred
in agivenscenariotheroot action Giventhesinglefaultas-
sumptionanda systemmodelthatis properlydesignedthe
first critical actionto occurin the systemis the causeof the
failure.

An actiona is presentin a scenarioif the systemmodel
andthe obsenationentailsthe occurrencef a. An actiona
is an enabledroot if the assumptiorthat o is root actionis
consistentvith the obsenationsandthe systemmodel. We
introducethe concepf strongroot candidate andsaythata
strongroot candidatds anactionthatis bothpresenandan
enabledoot.

3.1 Predicaterules

Givena certainscenario(—, Crit, Logy, Logy), we wish to
reasonaboutpropertiesof reachableconfigurations. There-
fore we definepredicatesthat correspondo the interesting
propertieshy determiningor which configurationghey hold
true. Sincewe areinterestedn strongroot candidatesye
needto formally definepresentactionsandenabledroot ac-
tions. Thuswe definethe predicatepresent(a) that holds
in configurationsvhereactiona mustoccursometimen the
future andthe predicateenabledroot(a) thatholdsfor con-
figurationswhereit is consistento assumehata maybethe
first critical actionto occur In definingthesetwo predicates,
wewill needsomehelperpredicatesWe will useokend that
holdsin configurationghat correspondo consistenending
statesf thesystem An endingstateis a statewhereno more
obsenableactionsoccur i.e. whenthe systemhasreached
final state.In a configurationrwherea hasoccurred seen(c)

holds,while nocrit holdsin configurationsvhereno critical
action hasoccurred. The predicateend holdsin configura-
tionswherethereis no next configuration.

We defineentailmentbf logical formulaefrom the follow-
ing syntax:
Fu=FVF|FANF|-F|EF(F)|EX(F)|AG(F) |

end | okend | nocrit |

seen(a) | present(a) | enabledroot(c)
In orderto be ableto defineentailmenfor the desiredpredi-
cateswe will needthefollowing. We use= for thereflexive

transitve closureof =. Firstwe defineentailmentfor basic
connectves.

CER CEFR CEF
CIZFl/\Fz C|=F1VF2
CEF ClEF
C':F1VF2 C|=—|F

We will be reasoningabouttemporalorder, sowe needto
definetemporallogic operators.

C>C" CEF
C = EF(F)
C=C" CEF
C E EX(F)

C' E F whenaerC = C'
C = AG(F)

We alsoneedentailmentfor a few helperpredicates.The
predicateend determinesf a configurationlacks successor
(i.e.end = ~E X (true) wheretrue is entailedby every con-
figuration), seen(a) is true whenan actiona hasoccurred
andnocrit holdswhenno critical actionshave yetoccurred.

-3AC",C = C' a€l Vael,a ¢ Crit

C Eend (a,1) £ seen(a)  (o,l) = nocrit

Now we have the tools neededo definethe desiredpred-
icates. If we have reacheda configurationfrom which the
systermcannotcontinueto executeandall actionsin Log, are
seenthentheconfiguratioris anokend, unlesgheconfigura-
tionis aforbiddenconfiguration.lt is thusoneof the possible
haltingconfigurationsgiventhe scenaricat hand.

Va € Log,,C = seen(a) Cl=end C#L
C k= okend

If it is truefor all reachableconfigurationghat whenever
we have reachedan okend, we have seenactiona, we con-
cludethatthe presencef « is entailedfrom obsenationsand
systemmodel.

C |= AG(—okend V seen(c))
C = present(a)

If thereis areachableonfigurationC; suchthatnocritical
actionshastakenplace,andthereis a configurationstepthat
takesus from C; to Cy wherethe critical actiona hasoc-
curred,we concludethata is anenabledootif it is possible
to reachanokend from Cs.

a € Crit C |= EF(nocrit A EX (seen(a) A EF(okend)))

C E enabledroot(a)



3.2 Reasoning about behavior

Givena scenariothe strongroot candidatesretheactionsa
for which

({init —» Main},0) = present(a) A enabledroot(a)

If we have no strongroot candidate®r morethanonestrong
root candidatethe systemmodelis not strongenoughfor ef-
ficient faultisolation. If, on the otherhand,we have exactly
onestrongrootcandidatewe assumehatwe have pinpointed
thetruecauseof thefault. Thisis reasonablé assumesince
theactionfoundis theonly onethatis knownto haveoccurred
(its presencas entailedby the scenario)andit is consistent
with the given scenarioto assumethat the actionis a root
event.

Of coursethereis still a possibilitythatthereareotheren-
abledroot eventswhosepresencareconsistentvith the sce-
nario,but assumingneof themto berootwould demandan
explanationto why the strongroot candidate(provento be
presentl)is nottheroot.

3.3 Prototypeimplementation

We have designeda prototypeXSB [Sagonast al., 1994
programthattakesa systemmodelandobsenationsasinput
andenumerateghe strongroot candidates XSB is a Prolog
dialectsusingtakulation (memoization}o improve termina-
tion. Giventhe systemmodelin Figure 2 andfactsstating
that any sendingof fail or down indicatessystemfailure,
i.e. thoseactionsare critical actions,and the obserations
that (o2, fail) hasnot occurredand (o3, fail) hasoccurred,
the XSB Prologprogramcomputed oy, fail) to bethesingle
strongroot candidate.

The systemconsistsof three objectsthat all executethe
sameprocess. SeeFigure 4 for an automatarepresentation
of a similar process(parametersre not explicit in the au-
tomata). Considerthe critical actions. Obviously, no down
message&an be root actionsinceit will alwaysbe preceded
by afail action,andneithercan(os, fail) berootactionsince
it is known to not have occurredat all. This leavesus with
(01, fail) and(os, fail). It is consistentvith thesystenmodel
andthe obsenationsto assumehat (os, fail) is the root ac-
tion, sinceif o5 recevesthe fail from o3, theno; cansend
fail to o3 afterwards.We cannotprovethat(os, fail) hashap-
penedhowever. Thiscanbedonefor (oy, fail), andtherefore
it is theonly actionthatis bothenabledootandpresent.

Thus,having someintuition of the systemmakesthe fault
isolationdescribedabore almosttrivial, but the key motiva-
tion of thiswork is to formalizeandautomatehis intuition.

4 Future Work

In previouswork with Larssor{Larssoretal., 2000;Larsson,
1999 we studiedthefaultisolationproblemusingastructural
model. A key featureof thatapproachs the useof software
engineeringnodels,in particularUML [ObjectManagement
Group, 1999 classdiagrams. Sucha modelcan be devel-
opedand maintainedat a relatively low costbeingan inte-
gratedpart of the software developmentprocess.The work
presentechereandin our previous work [Lawesson,2000;

Lawessoretal., 2001] aimsto strengtherthediagnosticapa-
bility while still usingstandarcandstate-of-the-annodeling
notations. Behavior in UML is often expressedising state-
charts,andprocessalgebragrovide a textual representation
of statemachines.Of course,enforcingthe software devel-
operto constructcompletestatechartdor all classeds not
realisticin large softwaresystemshenceyeasoningnustbe
ableto copewith incompleteor missingbehaioral descrip-
tions. Our approactshouldalsobe extendedo dealwith the
specialfeatureharacteristiof objectorientedsoftwaresys-
temssuchasclasseandinheritance Below we sketchsome
partial solutionsto suchissues,which will be addressedh
ourfuturework.

4.1 Classesbehaviorsand inheritance

Our processalgebraexpresses systemmodel as a flat set
of the procesddefining equationswithout ary hierarchy In
an objectorienteddesign,the systembehaior is partitioned
into classesFurthermorejnheritanceallows for a hierarchy
of classes.We implementsimple schemagalled classesn
orderto achieve the partitioningand(inheritancehierarchy

Thus,in thefollowing a classis ascheméhatcanbe com-
piled to a setof procesdefiningequations.A classC may
inheritpartsof its characteristicge.g.its behaior) from a su-
perclass andin thatcontet C is referredto asthe subclass
A stateinheritancesequence

S — [Al,Az, ,An]

is adeclaratiorsayingthatstateS in thesuperclasss refined
by statesA;, A, ..., A, in the subclassvhere 4, is the de-

fault state(i.e. the substatenteredvhenenteringthe super

stateS). Whencompilingthe classto processequationsthe

inheritancesequencealescribeshow the defining equations
from the superclasshouldbe used. Thus,we implementa

simpleform of inheritanceas refinement. The syntaxused
for definingclassedelow is

N =(S,1),D

whereN is thenameof theclass,S is the nameof the super
clasg(if ary), I isthesetof stateinheritancesequenceand D
is asetof processlefiningequationslf thereis no superclass
wewrite N = (), D.

Example

Lackingformaltools,we outlinetheapproactby anexample.
In thefollowing we definetwo classeL; andCs, whereC,
refinesthe stateA in C; with statesC’ andD. We saythat
statesC and D refinestateA.

Cl - ()a{
A % B
B % a.A

}

C, = (Cl’{A — [C’ D]})’{
c ¥ 4p
D % cc
B ¥ D



Now, C2 may be compiledto the following processequa-
tions.

U
“~

€

C5:C = b.Co:B + d.Cy:D
Cy:B def a.Cy:C + e.Cy:D
Co:D % b.Cy:B+eCo:C

The outgoingtransitionsfrom A becomeoutgoingtransi-
tions from all refining stateswhile the incomingtransitions
are moved from the refinedstateto the first of the refining
states. If thereare transitionsfrom the samestatein both
super andsubclassthey arejoinedasindeterministichoice,
aswith stateB andtransitionsa.A ande.D. The statesare
prefixedwith the classnameto avoid namespaceclashes.

4.2 Statecharts

Sincebothprocesseandstatechartbave atransitionsystem
semanticsthemappings straightforvardoncethesemantics
of the statechartss fixed. We usea handshakingemantics
of thestatechartdyecausef expressiity anddomainproper
tiesasdescribedn [Lawesson200d. We definethe seman-
tics via our procesdanguageby providing a mappingfrom
statechartso processes.The mappingis ratherstraightfor
wardsincewe restrictourselhesto statechartsvithout history
states— essentiallymaking the statechart equivalentto an
automatawithout hierarchy seefor example[Lilius andPor
res,1999. The processalgebraexamplein Figure2 could
represenéaslightly improvedversiorf of theautomatan Fig-
ure4 with structureinformation(i.e. the statesS, Main and
Setup) added.

4.3 Default behaviorsof classdiagrams

Sincea classdiagramin generaldoesnot containbehaioral
informationin termsof statechartswe may introducea su-
perclasscalled Propagator thatencapsulatethe behavior of
beingableto propagateerrorsaswell asreportingerrorsto
thelog, andasubclasBreakablehatis a propagatothatcan
introduceerrorsby the transitioncrit. Theideais to let all
classesnherit from Propagator, andthenrefinewith beha-
ioral modelswhen available, and use Breakablefor classes
that may give rise to critical actionsbut wherea behaioral
modelis missing. The definition of Propagator and Break-
ablearegivenin Figure5.

The pathsof error propagationbetweenclassess com-
puted by using information about dependenciebetween
classesn the classdiagrams(asin [Larsson,1999;Larsson
etal., 200d), andthenreflectedin the Failed(x) statethat
modelserrorpropagation.
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Figure3: A globalpictureof the examplesystenconsistingof theobjectsos, 02 andos. Eachobjecthasbehaior asdescribed
in Figure4.

ok! down req!

req ok

\

Fail

down!

Figure4: An automatadescribinga peerto-peersystem. Sendingactionsare sufixed with ! andthe restof the actionsare
receving actions.Thereareno internalactionsin this automata.

Propagator, = (), {

QU
~

€

Main = init(x).0OK (x)

OK (x) = fail().Failing(x)

Failing(x) def log.Failed(x) + nolog.Failed(x)

Failed(z1, 22, ..., %) = z1:fail().Failed(x) + ... + z,: fail(). Failed(x)

Breakable = (Propagator, {}), {
OK (x) def crit.Failing(x)

Figure5: Definitionsof the classe$ropagator andBreakable



