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Abstract

We investigatethe problemof doing postmortem
fault isolation for concurrentsystemsusing a be-
havioral model. The aim is to isolatethe action
that hascausedthe failure of the system,the root
action. The naive approachwould be to say that
a certainactionis the root actioniff it is a logical
consequenceof themodelandobservationsthatthe
actionis thefirst “badthingto happen”.This,how-
ever, is a strongrequirementandputshighdemand
on the model. In this paperwe describethe con-
cept of strong root candidate, a relaxationof the
naive approach.Theadvantageof determiningthe
strongroot candidatedirectly from modelandob-
servationsis that the set of tracesconsistentwith
modelandobservationsneednotbeexplicitly com-
puted. The propertyof strongroot candidatecan
insteadbedeterminedon-the-fly, thusonlycomput-
ing relevantpartsof thereachablestatespace.

1 Introduction
In this paperwe describea model-based[Hamscheret al.,
1992] approachto fault isolation in object orientedcontrol
software. The work is motivatedby a real industrial robot
control systemdevelopedby ABB Robotics. The systemis
large(theorderof

�����
linesof code),concurrent,hasanob-

jectorientedarchitectureandis highly configurable,support-
ing differenttypesof robotsandcell configurations.Sincethe
systemis time- andsafety-criticalthefirst priority, in caseof
a failure,is to bring thesystemto a safestate;alarmsthatgo
off areloggedandcanbe analyzedwhenthe systemcomes
to a stand-still.Thefaultsconsideredareprimarily hardware
faults,andthereforewerely ontheassumptionthatthefailing
hardwarehassomesoftwarecounterpartthat is affectedby
thefailureof thehardware.In additionwemakethecommon
singlefaultassumption,i.e. thatasystemfailureis causedby
only onefault (but resultingin cascadingalarms).

Thelog thuscontainspartial informationabouttheevents
thattookplaceat theapproximatetimeof thesystemfailure.
However, the order in which messagesare loggeddoesnot
necessarilyreflect the way error messagespropagate– the
systemis concurrentandsafetycritical actionsmayhave to
be taken beforeerror reportingtakesplace. Hence,in what

followswe(somewhatconservatively)view thelog asasetof
errormessages.In additionasystemmaycontainanumberof
critical eventsthatareunobservable,but which mayexplain
all observablealarms.

Theultimateaim of our fault isolationmethodis to single
outtheerrormessagethatexplainstheactualcauseof thefail-
ure,or possiblyanunobservablecritical eventexplainingthe
observations.Thatis,weaimtodiscarderrormessageswhich
aredefinitelyeffectsof othererrormessages,while trying to
isolateerror messages(or critical events)which explain all
othermessages.In contrastto messagefiltering, we canthus
find failing componentsthathave not manifestedthemselves
in the error log, if the failing of the componentis a logical
consequenceof the modelandthe observations. Given the
sizeof thesoftwareit is not possibleto usethecodedirectly
– wehaveto rely onamodelof thesoftware.In thispaperwe
considerfinite statemachinemodelsexpressedin a process
algebra.Theprocessalgebrais chosenherebecauseit allows
for morestraightforwardformal reasoningthanfor example
statecharts,but thecontribution of this work - the fault iso-
lation - reliesonly on thelabeledtransitionsystemsemantics
of themodel.In practice,theaimis to useabehavioralmodel
that is anartifactof thesoftwaredevelopmentprocess,such
asstatecharts. Then thereis no extra costassociatedwith
maintainingacorrectmodelwhenthesoftwareevolves,since
thensodoesthemodel.

In standardAI diagnosisliterature,seee.g.[Reiter, 1987],
a diagnosisis a (minimal) setof failedcomponentsexplain-
ing theobservations.But for dynamicsystems(systemswith
state)adiagnosisisoftendefinedasthesetof all traces,or tra-
jectories,consistentwith the observations(seee.g.[Cordier
etal., 2001;Consoleetal., 2000]). However, thisdefinitionis
generallyinsufficient to isolatetheorigin of thefault(s),and
requirespost-processingto pin-point e.g. the faulty compo-
nent(s).Our approachis moredirectandfocuseson finding
the alarm that explains (is consistentwith) all observables:
given the systemdescription,expressedin a simpleprocess
algebra,andtheobservations,we try to infer theorigin of the
fault using propertiesof actionsinvolving the temporalor-
der, expressedin a specificationlanguagebasedon a subset
of the temporallogic CTL, originally developedfor verifi-
cation [Clarke et al., 1999]. This resemblesthe processof
modelcheckingandasin the caseof model-checkingthere
is no needfor calculationof theentirestatespace(obviously



equivalentto thesetof tracesconsistentwith modelandob-
servations)� if the temporallogic formulaeare evaluatedby
constructingthestatespaceon-the-fly.

Ourapproachalsobearssomeresemblanceto thatof Sam-
path et al. [Sampathet al., 1995]. However their work is
mainly concernedwith diagnosabilityin discreteevent sys-
tems;i.e. to detect,within finite delay, whetheracertaintype
of faulthasoccurred.While ourapproachis amenableonly to
post-mortemanalysis,the work reportedin [Sampathet al.,
1995] is mainlyintendedfor monitoringandon-linedetection
anddiagnosis.

The restof the paperis organizedasfollows: In Section
2 we describethebehavior languagethatwill beusedto de-
fine a transitionrelation, that definesthe setof all possible
behaviors (i.e. traces).In Section3 we provide rulesfor en-
tailment of somepredicatesof interestfrom configurations
andthetracesthatcanfollow from them.Finally, we outline
ongoingandfuturework in Section4.

2 A behavior language
A behavior modelcanbeexpressedin differentways,andwe
have chosento usea processalgebra.No matterwhich for-
malismandnotationthat is used,the semanticsshouldpro-
vide a labeledtransitionrelationthatdescribesthestatetran-
sitionsof themodeledsystem.In this sectionwe describea
processalgebrainfluencedby CCS[Milner, 1989] andgive
thenecessarysemantics.

2.1 Processes
Our processlanguageis constructedfrom thefollowing syn-
tacticcategories� a finite set 	 of action labelsdenotedby 
 in our meta

language.Everyactionlabelis equippedwith anassoci-
atedarity �� � .� a set � of objectid’sdenotedby � .� a finite set � of states� with associatedarity ��� � .

We considerfour typesof actions(denotedby � in our meta
language).� Sendactionsof theform ��� 
������ , where� is therecipient

object, 
 an � -ary action label and � is an � -tuple of
objectid’sor variables.� Receive actionsof the form 
������ where 
 is an � -ary
actionlabeland � is an � -tupleof variables.� Internalactionsof theform 
 , where
 is anullaryaction
label.� New-actionsof theform ���! "�#��$&%"� where�(')� and %
is a processexpression,definedbelow.

A processis describedby a processexpression, denotedby% (andoccasionally* ), andgivenby the following abstract
syntax + �,�.-/�(�����10�2 3�4�56� 387 +
where 9 is a finite index set. Sumsareusuallywritten sim-
ply �;: 7 %;:=<>�@? 7 %A? . We reserve thenullary state BDCFE&G for a

completedprocess.We assumethat every �IHJ�K'L� ( BMCNEOG
excepted)hasadefiningequationof theform�P�#���;QSR8T-U% 7
A processstate V is a partialmapfrom � to

+
. TheobjectW � W CX'Y� is calledthe initializing object, the state Z�[ W �\'� is called the main processand the state V^]_�`-ba W � W CdceZ�[ W �Af is calledthe initial processstate.

Let V@�S�ge +
be a processstate, �L'h� and %g' + .

By V;i �jcek%Il we denotethe processstatewhich is almost
identicalto V exceptpossiblyat � . Thatis

V;i �mcen%IlF�#oM�p�`-hq % if or-/�V;�#oM� otherwise

Thebehaviorsof oursystemaredescribedby thelabeledtran-
sition rulesin Figure1. Our transitionsareof theformVtsu enVwv
where � (theobservation)is a setof pairsof the form �#��$O
x�
representingaction 
 occurringin object � .

Therearefour transitionrules,sync, internal, new anddef.
The rule syncallows two objectsto synchronizetheir state
transitionsandoptionallyexchangevalues.In our limited al-
gebra,theonly valuesthatcanbetransmittedareobjectiden-
tifiers. However, theideais not to modelall systembehavior,
but to have a systemmodelthat revealssynchronizationand
systemstructure.Therule internal allows a singleobjectto
performatransitionby itself. Creationof new objectsis han-
dled by the rule new, anddef allows for exchanginga state
with its definition.1

Example
Typically, a systemis describedby creatinga main process
thatsetsup thesystemstructure.Figure2 shows anexample
of sucha system. Processyz
�{N� createsthreeobjectsand
runs |;}�~F��� which tells the objectsabouteachothervia the{N�w{N~ call. This is neededsincewhenstarted,a processdoes
not know anything aboutits environment. After {��w{N~ , each
objectwill actasa peer-to-peernode,asshowedin Figures3
(thesystem)and4 (objectdetails).Objectscansendrequests
to eachother, andsometimestheanswerto a requestis a fail-
ure,andthenthesystemis broughtto a halt by transmission
of ������� messages.

3 Fault Isolation
Theavailableinformationwhendoingfault isolationis asys-
tem modelandan observation (in our casea messagelog).
We usethetermscenarioto refer to that information. In the
following we overloadthe termactionin thecontext of sce-
nariosto meanpairs �#��$O
���'�����	 where � is an object
identifier and 
 is an actionlabel. Someof the actionsin a
systemarecritical actions, actionsthat areassociatedwith
systemfailures.

Thus a scenariois a quadruple� u e�$S�I��{N~O$O��������$&�������x� ,
whereu e is aprocessstatetransitionrelation,�I��{N~�������	

1Sincewe rely on a finite statespacemodel,we do not allow
unboundedcreationof objectsvia thenew rule.



sync � V;�#� 3 ��-/%�:6<j���m� 
������ 7 %><j%@?kV;�#������-/%A�p<�
������ 7 */<j%A�V��!� �¢¡F£ ¤!¥N£¦� �¢§O£ ¤!¥©¨u e V;i � 3 cen%IlNi ���ªceb*Pa��AHJ��f�l
internal � V;�©� 3 ��->%;:6<�
 7 %/<�%@?V �!� �&¡N£ ¤!¥©¨u e V;i � 3 ceb%Il

new � V;�#� 3 �6-L%�:6<>���! "�#��$S*"� 7 %�<j%@?«V;i � 3 cen%IlNi �"ceb*IlPsebV vV¬su enV v
def � V;�#� 3 ��->�(������P�����6QSR8T-b% V;i � 3 cen%Pa��AHJ��f�l senV vV¬su enV v
Figure1: Processtransitionrules( � is a vectorof objectid’s)

|6}���®x}��w~!��~8¯°{F±�$Oow$¢²^� QSR8T- o³� ��}�´��#~8¯^{µ±�� 7`¶ 
�{�~!�#~8¯^{µ±�$&o³$¢²^�³<�²D� �J}�´���~8¯°{F±�� 7¦¶ 
�{N~!��~8¯°{µ±·$Oow$&²��&<�J}�´��#�·� 7 �¸��¹º�°�M~µ}x��~8¯°{µ±·$Oow$&²D$O�·�A<j�»���1�6�©� 7¦¼ �����¶ 
�{N~!��~8¯°{µ±�$&ow$&²^� QSR8T- �·½³�©� 7 |;}���®�}��w~!�#~8¯^{µ±�$&o³$¢²^��<¿¾�
»{FÀ¢�©� 7¦Á 
�{FÀ8�#o³$¢²^��¸��¹º�°�M~µ}x��~8¯°{µ±·$Oow$&²D$O�·� QSR8T- ��� �·½w��� 7 |;}���®�}��w~!��~8¯°{µ±�$&ow$&²^��<���� ¾�
�{FÀF�©� 7 |;}���®�}��w~!�#~8¯^{µ±�$&o³$¢²^�Á 
�{FÀ8�©ow$&²�� QSR8T- o³� �»�������©� 7¦Á 
�{FÀ8�#o³$¢²^�³<�²D� ���������©� 7 Á 
�{FÀ8�©ow$&²��¼ ����� QSR8T- |;~µ�O�| QSR8T- {N�w{N~!��~8¯°{µ±�$&ow$&²^� 7 |;}���®x}��w~!��~8¯°{µ±·$Oow$&²��yz
�{N� QSR8T- �³}��P��±J:�$S|6� 7 �³}��P�©±�?�$O|6� 7 �³}��P��±��·$O|6� 7 |6}�~F���A��±J:�$O±�?J$S±����|6}�~F���A�©ow$&²D$OÂ�� QSR8T- o³� {��w{N~S�#o³$¢²M$&Âx� 7 ²M� {N�w{N~S��²M$&Â°$&oM� 7 Â^� {N�w{�~S�©Â^$Oow$¢²^� 7 |�~µ�O�
Figure2: A processalgebraexample



is the set of critical actions, �������z�U�n��	 is the set of
actionsÃ that have beenobserved (i.e. the messagelog), and����� � �Ä�Å��	 is the setof actionsknown not to have oc-
curred(i.e. theobservableactionsnot containedin the mes-
sagelog). Thus, we assumethat a synchronizedaction is
loggedastwo separateactions– onefrom thesendingobject
andone from the receiving. This allows modelingof mes-
sagesendingwith unknown receiver and is no severe limi-
tation sinceit is possibleto expressreceiver informationby
havingamodelwherethedesiredactionlabelsareuniqueand
receiverobjectid thusbecomesunambiguous.

A configuration, denoted� , is thesymbol Æ or apair �©VM$&À©�
where V is a processstateand Àp�Y�Ä��	 is a setof actions.
Thefollowing rulesdefinestheconfigurationtransitionrela-
tion Ç for a given u e and ����� � .V su ebV v �dÈr����� � -/É�©VM$&À���ÇÊ�#V v $OÀ^Ër���

V su ebV v �dÈr��������Ì-/É�#VM$OÀ©��Ç_Æ
Theconfiguration�Na�{N�w{N~�cenyz
�{N�Af�$OÉ»� is calledtheinitial

configuration. TheconfigurationÆ is calleda forbiddencon-
figuration and representconfigurationsthat are allowed by
thebehavioral model,but inconsistentwith theobservations
at hand. We seeconfigurationsas snapshotsof the system
stateof a givenscenario,andtheconfigurationtransitionre-
lation describesthebehavior of thesystem.Fault isolationis
theprocessof findingthefirst critical actionthathasoccurred
in a givenscenario,theroot action. Giventhesinglefaultas-
sumptionanda systemmodelthat is properlydesigned,the
first critical actionto occurin thesystemis thecauseof the
failure.

An action � is presentin a scenarioif the systemmodel
andtheobservationentailstheoccurrenceof � . An action �
is an enabledroot if the assumptionthat � is root actionis
consistentwith the observationsandthe systemmodel. We
introducetheconceptof strongrootcandidate, andsaythata
strongroot candidateis anactionthat is bothpresentandan
enabledroot.

3.1 Predicate rules
Givena certainscenario��e>$O�I��{N~O$&��������$O�������^� , we wish to
reasonaboutpropertiesof reachableconfigurations.There-
fore we definepredicates,that correspondto the interesting
properties,by determiningfor whichconfigurationsthey hold
true. Sincewe are interestedin strongroot candidates,we
needto formally definepresentactionsandenabledroot ac-
tions. Thus we definethe predicate�°�J}J±�}��w~!�©�@� that holds
in configurationswhereaction � mustoccursometimein the
futureandthe predicate}��³
xÍ!À©}����J�J��~!�#��� that holdsfor con-
figurationswhereit is consistentto assumethat � maybethe
first critical actionto occur. In definingthesetwo predicates,
wewill needsomehelperpredicates.We will use�·½^}��³� that
holdsin configurationsthat correspondto consistentending
statesof thesystem.An endingstateis astatewherenomore
observableactionsoccur, i.e. whenthesystemhasreacheda
final state.In a configurationwhere� hasoccurred,±�}�}��6�#���

holds,while �³�JÎS��{N~ holdsin configurationswhereno critical
actionhasoccurred. The predicate}��³� holds in configura-
tionswherethereis nonext configuration.

We defineentailmentof logical formulaefrom thefollow-
ing syntax:Ï �,�`- ÏÑÐrÏ 0 ÏYÒXÏ 0·Ó Ï 0JÔ Á � Ï �=0JÔmÕj� Ï �=0J�ªÖ×� Ï �10}��³�X0J�·½�}��³�X0J�³�JÎS��{�~�0±�}�}��6�#���=0O�°�J}J±�}��w~!�©�@�10J}��³
�ÍØÀ#}����J�J��~!�©�@�
In orderto beableto defineentailmentfor thedesiredpredi-
cates,wewill needthefollowing. We use ÙÇ for thereflexive
transitive closureof Ç . First we defineentailmentfor basic
connectives.�Ú0 - Á :t��0 - Á ?�Ú0 - Á : Ò Á ? ��0 - Á ?��0 - Á : Ð Á ?�Ú0 - Á :�Û0 - Á : Ð Á ? �ÄÌ0 - Á��0 -LÓ Á

We will be reasoningabouttemporalorder, sowe needto
definetemporallogic operators.� ÙÇb� v � v 0 - Á��0 -LÔ Á � Á ��YÇb� v � v 0 - Á�Ú0 -LÔmÕj� Á �� v 0 - Á whenever �ÜÙÇÝ� v�Ú0 -/�ªÖ×� Á �

We alsoneedentailmentfor a few helperpredicates.The
predicate}��³� determinesif a configurationlackssuccessor
(i.e. }��³�PÞÑÓ�ÔmÕj�#~F���M}J� where~F����} is entailedby everycon-
figuration), ±�}�}��6�#��� is true whenan action � hasoccurred
and �³�JÎS��{N~ holdswhennocritical actionshaveyetoccurred.Ó;ß^� v $O�zÇb� v��0 -/}��³� ��'àÀ�©VM$&À���0 -L±�}�}��6�#��� á �â'�ÀF$O�LH'à�I��{N~�#VM$OÀ©��0 -/�³�JÎS��{N~

Now we have the toolsneededto definethedesiredpred-
icates. If we have reacheda configurationfrom which the
systemcannotcontinueto executeandall actionsin ������� are
seen,thentheconfigurationisan �·½^}��³� , unlesstheconfigura-
tion is aforbiddenconfiguration.It is thusoneof thepossible
haltingconfigurations,giventhescenarioathand.

á ��'d��������$S�Û0 -Ñ±�}�}��6�©�@�ã�Ú0 ->}��³� �äÌ-mÆ��0 -/�·½�}��³�
If it is true for all reachableconfigurationsthat whenever

we have reachedan �·½�}��³� , we have seenaction � , we con-
cludethatthepresenceof � is entailedfrom observationsand
systemmodel. �Û0 -L�1Ö×��Ó��·½�}��³� Ð ±�}�}��6�©�@�¢���0 -��D�J}�±�}��w~!�#���

If thereis areachableconfiguration� : suchthatnocritical
actionshastakenplace,andthereis a configurationstepthat
takesus from �=: to �p? wherethe critical action � hasoc-
curred,we concludethat � is anenabledroot if it is possible
to reachan �·½�}��³� from � ? .��'��I��{N~å�Ú0 -/Ô Á ���³�JÎS��{N~ Ò Ô"Õj�©±�}�}��6�#��� Ò Ô Á �#�·½�}��³�x�8�8��Ú0 -L}��³
xÍ!À©}����J�J��~!�#���



3.2 Reasoning about behavior
Givena scenario,thestrongroot candidatesaretheactions�
for which��aJ{��w{N~;cenyz
�{��Afx$&É���0 -��°�J}J±�}��w~!�©�@� Ò }��³
xÍ!À#}��»�J�J��~!�#���
If wehavenostrongroot candidatesor morethanonestrong
root candidate,thesystemmodelis notstrongenoughfor ef-
ficient fault isolation. If, on theotherhand,we have exactly
onestrongrootcandidate,weassumethatwehavepinpointed
thetruecauseof thefault. This is reasonableto assume,since
theactionfoundis theonlyonethatisknowntohaveoccurred
(its presenceis entailedby the scenario)andit is consistent
with the given scenarioto assumethat the action is a root
event.

Of coursethereis still a possibilitythatthereareotheren-
abledrooteventswhosepresenceareconsistentwith thesce-
nario,but assumingoneof themto berootwoulddemandan
explanationto why the strongroot candidate(proven to be
present!)is not theroot.

3.3 Prototype implementation
We have designeda prototypeXSB [Sagonaset al., 1994]
programthattakesa systemmodelandobservationsasinput
andenumeratesthestrongroot candidates.XSB is a Prolog
dialectsusingtabulation (memoization)to improve termina-
tion. Given the systemmodel in Figure2 andfactsstating
that any sendingof æ![ W�ç or ������� indicatessystemfailure,
i.e. thoseactionsare critical actions,and the observations
that �#�J?�$ æ![ W�ç � hasnot occurredand �©�J�·$Næ![ W�ç � hasoccurred,
theXSB Prologprogramcomputed�©� : $ æ![ W�ç � to bethesingle
strongroot candidate.

The systemconsistsof threeobjectsthat all executethe
sameprocess.SeeFigure4 for an automatarepresentation
of a similar process(parametersare not explicit in the au-
tomata). Considerthe critical actions. Obviously, no �������
messagecanbe root actionsinceit will alwaysbepreceded
by a æ![ W�ç action,andneithercan �#� ? $ æ![ W�ç � berootactionsince
it is known to not have occurredat all. This leavesus with�#��:J$ æ![ W�ç � and �#�J�·$ æ![ W�ç � . It isconsistentwith thesystemmodel
andtheobservationsto assumethat �#� � $ æ![ W�ç � is the root ac-
tion, sinceif �J? receivesthe æ![ W�ç from �J� , then ��: cansendæ![ W�ç to �J� afterwards.Wecannotprovethat �#�J��$ æ![ W�ç � hashap-
pened,however. Thiscanbedonefor �©��:�$ æ![ W�ç � , andtherefore
it is theonly actionthatis bothenabledrootandpresent.

Thus,having someintuition of thesystemmakesthefault
isolationdescribedabove almosttrivial, but thekey motiva-
tion of thiswork is to formalizeandautomatethis intuition.

4 Future Work
In previouswork with Larsson[Larssonetal., 2000;Larsson,
1999] westudiedthefaultisolationproblemusingastructural
model. A key featureof thatapproachis theuseof software
engineeringmodels,in particularUML [ObjectManagement
Group,1999] classdiagrams. Sucha modelcan be devel-
opedandmaintainedat a relatively low costbeingan inte-
gratedpart of the softwaredevelopmentprocess.The work
presentedhereand in our previous work [Lawesson,2000;

Lawessonetal., 2001] aimstostrengthenthediagnosticcapa-
bility while still usingstandardandstate-of-the-artmodeling
notations.Behavior in UML is often expressedusingstate-
charts,andprocessalgebrasprovide a textual representation
of statemachines.Of course,enforcingthe softwaredevel-
oper to constructcompletestatechartsfor all classesis not
realisticin largesoftwaresystems;hence,reasoningmustbe
ableto copewith incompleteor missingbehavioral descrip-
tions. Our approachshouldalsobeextendedto dealwith the
specialfeaturescharacteristicof objectorientedsoftwaresys-
temssuchasclassesandinheritance.Below we sketchsome
partial solutionsto suchissues,which will be addressedin
our futurework.

4.1 Classes behaviors and inheritance
Our processalgebraexpressesa systemmodelas a flat set
of the processdefiningequationswithout any hierarchy. In
anobjectorienteddesign,thesystembehavior is partitioned
into classes.Furthermore,inheritanceallows for a hierarchy
of classes.We implementsimpleschemascalledclassesin
orderto achievethepartitioningand(inheritance)hierarchy.

Thus,in thefollowing aclassis aschemethatcanbecom-
piled to a setof processdefiningequations.A class � may
inheritpartsof its characteristics(e.g.its behavior) from asu-
perclass, andin thatcontext � is referredto asthesubclass.
A stateinheritancesequence|�ceÊi � : $O� ? $ 7,7 7 $&� � l
is adeclarationsayingthatstate| in thesuperclassis refined
by states�I:J$&�ª?J$ 7 7,7 $O�1� in the subclasswhere �I: is the de-
fault state(i.e. thesubstateenteredwhenenteringthesuper-
state| ). Whencompilingtheclassto processequations,the
inheritancesequencedescribeshow the defining equations
from the superclassshouldbe used. Thus,we implementa
simple form of inheritanceas refinement.The syntaxused
for definingclassesbelow isè -K�©|@$O9��S$ ¼
where

è
is thenameof theclass,| is thenameof thesuper-

class(if any), 9 is thesetof stateinheritancesequencesand
¼

is asetof processdefiningequations.If thereis nosuperclass
wewrite

è -z�©�S$ ¼ .

Example
Lackingformaltools,weoutlinetheapproachby anexample.
In thefollowing we definetwo classes� : and � ? , where � ?
refinesthe state � in � : with states� and

¼
. We saythat

states� and
¼

refinestate� .� : -z�©�S$Sa� QSR8T- Í 7¦éé QSR8T- 
 7 �
}��?I-z�©�=:J$Sa·�LceÊi �ª$ ¼ l#f·�O$!a� QSR¢T- � 7¦¼¼ QSR¢T- Î 7 �é QSR¢T- } 7 ¼
}



Now, ��? maybecompiledto the following processequa-
tions.ê �p?��¦� QSR8T- Í 7 �p?�� é <j� 7 �p?·� ¼� ? � é QSR8T- 
 7 � ? �`��<j} 7 � ? � ¼�p?J� ¼ QSR8T- Í 7 ��?·� é <�Î 7 �p?J�.�

Theoutgoingtransitionsfrom � becomeoutgoingtransi-
tions from all refining states,while the incomingtransitions
aremoved from the refinedstateto the first of the refining
states. If thereare transitionsfrom the samestatein both
super- andsubclass,they arejoinedasindeterministicchoice,
aswith state

é
andtransitions
 7 � and } 7¦¼ . The statesare

prefixedwith theclassnameto avoid namespaceclashes.

4.2 Statecharts
Sincebothprocessesandstatechartshavea transitionsystem
semantics,themappingis straightforwardoncethesemantics
of the statechartsis fixed. We usea handshakingsemantics
of thestatecharts,becauseof expressivity anddomainproper-
tiesasdescribedin [Lawesson,2000]. We definetheseman-
tics via our processlanguageby providing a mappingfrom
statechartsto processes.The mappingis ratherstraightfor-
wardsincewerestrictourselvesto statechartswithouthistory
states– essentiallymaking the statechart equivalent to an
automatawithouthierarchy, seefor example[Lilius andPor-
res,1999]. The processalgebraexamplein Figure2 could
representaslightly improvedversion2 of theautomatain Fig-
ure4 with structureinformation(i.e. thestates| , yz
�{N� and|;}�~F��� ) added.

4.3 Default behaviors of class diagrams
Sincea classdiagramin generaldoesnot containbehavioral
informationin termsof statecharts,we may introducea su-
perclasscalledPropagator thatencapsulatesthebehavior of
beingableto propagateerrorsaswell asreportingerrorsto
thelog, andasubclassBreakablethatis apropagatorthatcan
introduceerrorsby the transitioncrit. The ideais to let all
classesinherit from Propagator, andthenrefinewith behav-
ioral modelswhenavailable,anduseBreakablefor classes
that may give rise to critical actionsbut wherea behavioral
model is missing. The definition of Propagator andBreak-
ablearegivenin Figure5.

The pathsof error propagationbetweenclassesis com-
puted by using information about dependenciesbetween
classesin theclassdiagrams(asin [Larsson,1999;Larsson
et al., 2000]), andthenreflectedin the

Á 
�{FÀ#}��D�#��� statethat
modelserrorpropagation.
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Figure3: A globalpictureof theexamplesystemconsistingof theobjects��: , �J? and �J� . Eachobjecthasbehavior asdescribed
in Figure4.
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Figure4: An automatadescribinga peer-to-peersystem.Sendingactionsaresuffixedwith ! andthe restof the actionsare
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Figure5: Definitionsof theclassesPropagator andBreakable


