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Abstract

Thepublish/subscribeommunicatiormodelis increas-
ingly consideed for implementingmiddlevare infrastruc-
turesfor widely distributedapplications. Scalabilityissues
and routing algorithmsof sut systemsiaverecentlybeen
the focusof intensivereseach. Sofar little attentionhas
beengivento securityand manayemenissues.

In currentpublish/subscribsystemsmaliciouspublish-
ers can very easily insert bogus notificationswhich may
propagatedto a large numberof subscribes. Moreover,
there is no methodto contml what notificationsthe sub-
scribers are authorizedto receive

We describea methodto specifyaccesscontmol policy
rulesusingexpressionsimilar to subscriptionexpressions.
Thesepoliciesdefineaccessulesfor publishandsubscribe
functionsandscreeningrulesfor notifications.
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1 Intr oduction

The publish/subscribecommunicationpatternis very
well suitedconnectingooselycouplediarge-scaleapplica-
tions on the Internet. In this model, receversof messages
expresstheir interestby subscribingto a classof events,
andthey areasynchronouslyotified if a sendermpublishes
an event which matchesthe subscription. In this way the
model allows a flexible n-to-m communicatioramongthe
communicatingarties.

Publish/subscribsystemshave receved increasingat-
tentionin the last few years. Both academiaandindustry
researcherareinvestigatinghisared[7, 8, 10, 12].

*This work wassupportedn partby the EuropearCommissiorunder
contractiST-1999-10288projectOPELIX (OpenPersonalizedtlectronic
InformationCommerceSystem).

The commonclassificationschemeof thesesystemss
basedon the subscriptionanguage.ln channel-basedys-
tems,arecever subscribeso notificationssentacrossa de-
finedchannelwhereasn subject-basedystemspublishers
specifyanumberof subjectdo which clientscansubscribe.
In content-basedystemsthe event matchingis basedon
the entirecontentof the messageln this paperwe concen-
trateon content-basedystems.

We alsoassumea generaldistributedsetting: Publishers
sendmessaget® onehostin theevent-dispatchingetwork.
The network routesthe messagéo interestedsubscribers,
who may beregisteredat anothethostin the network. The
routingmechanisnis basednthe messageontent.Figure
1 depictssucha situation.
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Figure 1. Distrib uted publish/subscribe sys-
tem

Currentwide-areapublish/subscribesystemsface seri-
oussecurityproblemswhichis oneof theobstaclego their
wider deployment. Wanget al. [13] recentlyanalyzedthe
securityrequirementandissuef thesesystemsBecause
of the diversity of the scenarioghereis a little hopefor a



uniform securitysolutionthataccommodatesll scenarios.

In our accesscontrol mechanismthe policy rules are
basedon the contentof the messager subscription. We
apply subscriptiorand adwertisemenfilters andthe cover-
ing relationsto definetheaccessights. In ourapproactthe
rightsto definethe policy rulescanbe delegatedto trusted
partieswhoknow thesemantic®f thenotificationsandsub-
scriptions.In thisway effective policy rulescanbedefined.
We grantaccessightsto credentialsin this papemwe focus
on how to definethe basiccontrol rules. We also present
a screeningnechanismwhich makesit possibleto define
confidentialattributesin the notifications.We usethe nota-
tion definedin [6].

Theremaindeiof the paperis structuredasfollows. Sec-
tion 2 demonstratesomethreatsthatthe publish/subscribe
systemdacewithoutanaccesgontrolmechanismSection
3 present®ur solution. Sectiond containgelatedwork and
Section5 providesa conclusionandalook at futurework.

2 Threatsrelatedto lack of accessontrol

In an Internet-scalevent basedsystem,the numberof
publishersandsubscribersnay be very high. If thereis no
accesgontrol mechanismall subscribergansubscribeo
all eventpatternsaandcanreceie all publishednformation.
Similarly, all publisherscanissueeventswith ary content.

Theseare someattack scenarioswhich could be pre-
ventedwith anaccesgontrolmechanism.

e A malicious publishercan flood the whole network
with bogusdata.(DoS attack)

e Malicioussubscribergsaninsertfake subscriptiongnd
discardany messagethey receve. This attackcanbe
madein anevenmorecoordinatedmannerif otherat-
tackers publish messagesn thesetopics. This will
slow down thewhole event-distritution network. (Co-
ordinatedDoS attack)

e Malicious publisherscan issue fake adwertisements.
This caninitiate updatesf the content-basedouting
tables.If subscribersubscribdo thesefake content;t
causesven moreupdates.This attackscenarias re-
latedto Siena[7], whereadwertisemenimessagesre
defined.(Attack againstheroutingmechanism)

e In Stock QuotesDisseminationsystem, where sub-
scriberscanspecifyin which stockquotesthey arein-
terestedunderwhich conditions,an attacler cansend
messagesnderthenameof othersor with falseinfor-
mation.He can,for example publishfalseinformation
aboutthestockquotesf acompaty andsomisleadthe
subscribers(Accessviolation)

e Network event loggeris an applicationwhich sub-
scribesto all patternsin the network and storesall
events.Network loggersintensively consumenetwork
resources. A further problemwith themin content-
basedpublish/subscribesystemsis that logging the
eventsoveralong periodmakesit possibleto gainad-
ditional informationaboutthe network. If a network
logger statisticallyanalyzeghe eventlogs and usesa
network traffic analyzerhewill beableto identify the
anorymouspublishers. More generally he candrawv
a mapof the network anddeterminewhich publishers
publishinformationon whattopicsandwhich patterns
theparticularsubscribersreinterestedn. (Identifying
anorymouspublishersyiolating publicationconfiden-
tiality)

In currentpublish/subscribeystemsthereis no access
control mechanisndefined,so an attacler canvery easily
insertbogusmessagesyhich thenreachlarge numbersof
subscribers. The publish/subscribeserviceeasily can be-
comeuselessvithout a suitablecontrolmechanism.

3 Our approach
3.1 Control mechanism

Ourgoalisto designanaccesgontrolmechanisnwhich
is appropriatefor large-scalepublish/subscribesystems.
Actionsfor which we would lik e to authorizeprincipalsare
publishinganeventor subscribingto an eventnotification.
We grantonly positive accesgights. (It may increasethe
expressve power of a policy languageto definealsonega-
tive authorizationsput this needsfurtherinvestigationand
is notthefocusof this paper) Withoutaccessightsgranted
by a policy rule, a useris notauthorizedo publishor sub-
scribeany events.We make the assumptiorthat publishers
andsubscribersrusttheirlocalinfrastructuréo managehe
accessights.

We definea methodusingsubscriptioror adwertisement
filters for building groupsof notificationsandsubscriptions
to which the policy rulesgrantaccessights. We call these
filters accessontrolfilters.

We identify authorizatiorsubjectdy credentialsA cre-
dentialcanbe,for example,a digitally signeddocumentor
acertificatewhich containghe userattributessuchasname
or groupmembershipor a signedreceiptwhich provesthat
theuserhaspreviously paidfor a particularservice.

Thebasicpolicy rulesdefineaccesgontrolfiltersto cre-
dentials. Thoserulesauthorizethe presentersf thesecre-
dentialsto performactionswhich canbe relatedto the ac-
cesscontrolfilters. In this way we canachieve an effective
controlmechanismsotheaccesontrolfilters canbecome
thebasisof amorecomplex policy language.



Thecontrolmechanisnior apublishemworksasfollows.
The publishersendshe messagéogetherwith his creden-
tials to a hostin the event-dispatchingnetwork. The host
accesgontrolcomponenteadstherelevantrulesfrom the
policy list (which is availablelocally) and checkswhether
publishingthis actioncomplieswith the policy rules.If the
publisheris allowedto publishthis content,thenthe mes-
sagds passedo themessag@rocessingomponentwhich
startsthe event propagatiorbasedon the messageontent.
Otherwisethe publisheris informed that he is not autho-
rized to sendthis messagdFigure 2). Similarly, the sub-
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Figure 2. Control mechanism for publisher s

scribersendshis subscriptiontogetherwith his credentials
to the dispatchingnetwork host. The accessontrol com-

ponenton this hostcheckswhetherthe policy rulesandhis

credentialsallow him to insertthis subscription.If yes,the

subscriptioris insertedandthe subscribers notifiedwhen-

everaneventmatcheshis subscription.

3.2 Notation

We usethe notationof a concreterealizationof the dis-
tributed publish/subscribenodel [8] to definethe policy
rules. We usethis notationbecauseof its generalnature;
theresultspresentedherearenot limited to thatsystem.

Here we summarizethe definitionsfrom [8] andintro-
duceanew relationwhich we needfor our discussion.

An attribute is representedas a triple a =
(typen, namey,valuey). A constraintis represented
asaquadruplep = (typeg, nameg, operatory,valueg).

Definition (covers relation) (from [8]): ¢ covers «
(¢ CF o) if typea = typey A name, = names A
operator s (valuey, valuey).

A filter is representedsa conjunctionof constraints A
filter coversanotification(f C¥ n ) if

fecinevéef:daen: gt (1)

Herewe definea new relation:
Definition (strictly coversrelation): f strictly coversn
(f <¥ n for short):

fine fCcinAVaen:3pe f:¢Cha. (2

The strictly coversrelationis very similar to the coversre-
lation, but it doesnot allow attributeswhich have no corre-
spondentén thefilter. Examples:

e s; = (string messge new_product),n, = (string mes-
sage new_product, integer price 1). The relation
s1 CN nq is satisfiedbut s; AY nq sincethe price
attributehasno corresponderih the subscriptiorfilter.

e 55 = (string messge new_product, integer price<5),
ne = (String messge new_product, integer price 1).
Both therelationsy C¥ n2 andss <Y n, aresatis-
fied.

e 53 = (string messge new_product,string color blue),
ng = (string messge new_product, integer price 1).
S3 ¢g n3 andss 7@’ n3 becausean the notification
thevaluefor attribute color is missing.

The covering relation can alsobe definedfor subscription
filters:
Definition (from [8]): f1 subscriptiorfilter covers f,

fiC foeoVneN:hcYn=>ficyn (3

N is the setof all possiblenotifications.We definehere
similarly thestrictly coversrelationfor subscriptions.
Definition: f; subscriptiorfilter strictly covers f

f1-<§f2®Vn€N:f2-<ISVn:>f1-<ISVn. 4)

For our analysiswe needa definition for adwertisements
which helpsto identify the potentialnotifications.

Definition (from [8]): The setof notificationscovered
by anadwertisemen{disjunctionof the constraints):

aEﬁn@Vanen:EI(paEa:anE}‘an. (5)
Thecoverrelationfor adwertisemenfilters (from [8]):

altﬁag(i)VneN:aQEgn#alEfn. (6)
We defineherethestrictly coverrelationfor adwertisements:

a1—<ﬁa2<:>Vn€N:a2-<ﬁn:>a1-<ﬁn. (7

Carzanigéhaspointedoutin [8] thatthe coversrelationde-
fines a partially orderedsetof subscriptionand adwertise-
mentfilters. Similarly, the strictly coversrelationalsode-
finesapartialordering.

3.3 Control rules for publishers

We defineherehow the policy designercangrantaccess
rightsfor publishingusingpublishaccessontrolfilters.

Granting accessights basedon upper bound publish
filter: If the policy rulesfor the credentiak of a publisher



definethe upperboundpublishfilter u., thenheis allowed
to publishnotificationsfor which the upperboundfilter w,
asa subscriptiorfilter coversthe naotification. For allowed
notificationsn mustsatisfyu, :g n. If a is anallowedad-
vertisementthentheadwertisemenmustsatisfytherelation
u. C2 a

clgd.

Examples:

e If only the u. = (string messge new_product) up-
per boundfilter is definedfor a publisher then he
is allowed to publishthe natification (string messge
new_product,integer price 10) but not allowedto pub-
lish (string weathersunny integer tempeature 27)

e If only the u, = (string messge new_product) up-
per boundfilter is definedfor a publisher then he
is allowed to issuethe adwertisemen{string messge
new_product,integer price < 100) but not allowed to
issuethe adwertisement(string weatherany, integer
tempeature any)

If we alsorequirethat the relationu,. <g n satisfies,
thenwe call u. astrict uppercontrolfilter.

The designerof the policy mayknow thatthe publisher
presentinghis credentialfor authorizationhasknowledge
on only a certainnumberof topics. The designeitherefore
wishto controlhim by imposinglowerboundaccesgontrol
filters.

Granting accessights basedon lower bound publish
filters: If thepolicy rulesfor the credentiak of a publisher
definethe lower boundpublishfilter /., thenheis allowed
to publishnotificationsfor which the lower boundpublish
filter I, coversasanadwertisemenfilter coversthenotifica-
tion. For allowed notifications,l,. Ef n mustsatisfy If a
is an allowed adwertisementthenfor [, the adwertisement
mustsatisfytherelationl, =4 a.

Examples:

e If only the ., = (string messge nen_product, inte-
ger price < 100) lower boundfilter is definedfor a
publisher then he is allowed to publish the notifica-
tion (string messge new_product, integer price 10,
string color blue) but not allowed to publish (string
weathersunnyinteger tempeature 27) or (string mes-
sage new_product,integer price 523)

e If only the ., = (string messge nen_product, inte-
ger price < 100) lower boundfilter is definedfor a
publisherthenheis allowedto issueanadwertisement
(string messge new_product,integer price < 53) but
notallowedto issuethe adwertisemen{string messge
new_product,string color any)

Strictlowerboundfilters canpreventmoreattacks.If apub-
lisher startsto publishmessage a new topic, updatesn
routing tables,possiblyover a large numberof nodesare

initiated. Thusalwayspublishingin new topicscanbeseen
asan attackagainstthe routing infrastructure.Strict lower
boundfilters only allow attributeswhich have acorrespond-
ing constraintin theadwertisement.

Thereareeffective methodgo provewhethertherelation
f C n satisfied5, 6, 9], sowe belive thaton the basisof
accesgontrolfilters, anexpressie policy languagecanbe
definedfor which efficient compliancecheckingexists.

3.4 Control rules for subscribers

Analogouslyto publisherswe definehow accessights
to subscribecanbe grantedbasedonly on subscriptionsis-
ing thecoveringrelations.

It shouldbe possiblefor policy designersnot to allow
verygenerakubscriptiorpatterndor all subscribersin case
theapplicationareasuchsecurityrequirementsvhich could
notbe achieved otherwise(for example,subscriptiorconfi-
dentialityor anorymoussenders).

Granting accessrights basedon upper bound sub-
scribe filters: If the policy rules definethe upperbound
subscribsfilter u. for a subscribemwith a credentiak, then
heis allowedto subscribeo subscriptiongor whichtheup-
perboundaccesgontrolfilter u. coversthis subscriptioras
asubscriptiorfilter u. C3 s.

Example:If theu,. = (string messge new_product)up-
per boundfilter is definedfor a subscriberthenhe is al-
lowedto subscribeo (string messge new_product,integer
price 10) but not allowed to subscribeto (string weather
sunnyinteger tempeature > 25)

Further we can define lower bound filters for sub-
scriberswhich enablego preventa userfrom beingableto
subscribeo a very specificcondition,if necessaryMatch-
ing notificationsagainstargesubscriptiorfilters with mary
conditionscanbetime consuming.

Granting accessrights basedon lower bound sub-
scribe filters: If the policy rules definethe lower bound
subscribdfilter [ for a subscribewith a credentiale, then
heis allowed to subscribeo subscriptiorfilters for which
the lower boundsubscribdfilter I, coversasan adwertise-
mentthe subscriptiori, 4 s.

Example: If only thel, = (string messge any) lower
boundfilter is definedfor a subscriberthenheis allowedto
subscribefor (string messge new_product) but not autho-
rizedto subscribeor (string messge new_product,integer
price < 100).

3.5 Information confidentiality for subscribers

Here we presenta mechanismwhich can be usedto
supportinformation confidentiality for subscribers. This
methodpreventsthe disclosureof sensitve informationto



non-authorizedsubscribersbut not to network eavesdrop-
persor to routing hosts.

The policy designercan control for which subscription
filter asubscribers authorizedo subscribavith themethod
presentedn the previoussection.On the otherhandhe has
no way to definewhich attributesof the messagemustbe
keptsecretto which subscriberssincethe notificationsre-
ceived by a subscribemay containattributeswhich do not
have correspondentis thefilter. If we changethe notifica-
tion mechanisnslightly, we canmalke it possibleto define
the authorizedsetof attributes. Our ideais thatthe hostin
the event-dispatchingnetwork which notifies the usernot
only checkswhetherthe notificationis coveredby the sub-
scription,butif necessargutstheattributesaccordingo the
accesgontrolrightsof the subscriberWe call this method
screening.

Beforewe definethescreeningnethodformally, we give
an example: Let us supposethat a subscriberis allowed
to subscribeonly for s for which u. <2 s, wherewu.=
(string messge any, integer price any). So he subscribes
to the pattern(string messge new_product,integer price <
100). If apublishersendghefollowing notification(string
messge new_product, integer price 23, string color red)
thenthe subscriberecevesthe notification(string messge
new_product,integer price 23). The attribute color will be
screenedut, sincethe subscribeis not allowedto readit.

One result of this methodis that different subscribers
may have differentviews of the samenotification. This is
thecaseif they have differentsetsof credentialandsodif-
ferentaccessights. We considerit acceptablesincethe
subscriberis notified and all information he requestedn
the messageThe subscribeidoesnot evenrealizethe dif-
ference.

Definition (screening) Let f CY n. We saythatm isa
screeningf n relatedto f if

f=¥mAavBem:3aen:a=4 8

If theinfrastructureprovidesthe screeningnechanismthe
policy designercandefinetheallowedsetof attributesusing
the strictly coversrelation. With strict upperboundfilter
u. he canrequirea minimum setof attributes: u, <2 s
for allowedsubscriptionsFor definingthe maximumsetof
attributeshe canusea strictlower boundfilter I. <4 s.

4 Relatedwork

Oasis[1, 2] is a role-basedaccessontrol architecture
designedby the University of CambridgeComputerLab-
oratory to provide accesscontrol for distributed services.
Accessrights areassociatedvith rolesratherthanindivid-
ual principals. Rolesare service-specificthe role naming
and privilege managemenits completelydecentralized.A

principal hasto presenthis credentialsat servicesto acti-
vatea role membership Oasisprovidesa formal role defi-
nition languaggRDL) basedn Horn clausesn which ser
vices can specify the conditionsfor principalsto activate
the role. If the principal conformsto the policy, the ser
vice issuesa role membershipcertificatewhich the client
presentsvhen he wantsto usethe service. Becausethe
rolesin Oasiscanbeparameterizedt is possibleto express
exceptionsto the default accesontrol. Role membership
certificatesareprincipal-specifichut Oasiscanalsohandle
anorymouscertificates. The policy rulesin Oasisdo not
rely on the messageontent,asin our work, sinceOasisis
not designedor content-basedotification servicebut for
generaldistributedservices.

Qasisis built uponthe CambridgeEvent Architecture.
Using event notification, role membershipcan easily be
revoked if someconditionsbecomefalse. On the other
handpublishingandsubscribingeventsmayalsobebuilt as
Oasis-avareservices Cross-domairscenariogrealsopos-
siblewhenall domainstrusteachother Thereis no mech-
anismto involve unknaovn andthereforeuntrustedservices;
however, [2] proposesa certificateissuingand validation
(CIV) service.

Wangetal. [13] analyzethe securityissuesandrequire-
mentsin Internet-scal@ublish/subscribeystems.The pa-
per also presentsa publication control mechanismwhich
is basedon a challengingmechanisnj14]. The advantage
of this schemads that subscriberganeasily establisha fil-
ter andsubscribéor this challengedoublication. With this
methoda subscribercan receve notificationsfrom legiti-
mate publishersif he previously distributesa secretfunc-
tion with anout-of-bandmethodfor them. A problemwith
this scenariois that only one subscribeiinitiates the chal-
lenging of one (or more) publishers. It is difficult to in-
form othersubscriberswhich publicationis challengedjf
the subscribersio not know eachother

Wangetal. alsoproposes&napplication-specificontrol
mechanismo achiese publicationconfidentiality

Opyrchaletal. [11] alsorealizetheimportanceof secure
eventdelivery but they concentrateon the securedistribu-
tion of eventsfrom the network hoststo the subscribers.
They comparedifferent clustering and caching schemes
both analytically and empirically by meansof simulation.
The goal of their work is to reducethe numberof encryp-
tionsneededsoasto increasanessage¢hroughput.

The Scribe[12] large-scaleeventnotificationinfrastruc-
tureusesalsocredentialdo provide accesgontrol. Accord-
ing to the commonclassification Scribeis a subject-based
system:Scribenodeanay createopicsandothernodescan
thenregistertheir interestin thesetopics. Credentialsare
linkedto the topics. We analyzedhe solutionfor the more
generakontent-basedystems.



5 Conclusionand futur e work

We identified the need for a scalable publication
and subscriptioncontrol mechanismfor wide-areapub-
lish/subscribesystems.In this paperwe presented tech-
nigueto defineaccesgontrolpolicies. Our approacHits to
the publish/subscribenechanism.This mechanisnis only
onepartof acompletesecurityarchitectureandcanonly be
effectivein cooperatiorwith othersecuritymechanisms.

An areaof future researchs to analyzehow to proceed
if theuserhasmorethanonecredential A naturalnext step
in the work is to analyzethe requirementdor the policy
languageandfurtherdesignsucha policy languageon the
basisof accesgontrolfilters. In our future work we would
like to extendthe accesgontrolcomponento atrustman-
agemenenginewhich supportghedelegationof certifying
usercredentialssimilar to [3, 4]. The policy rules could
alsoincludeinformationaboutthe allowed publicationfre-
gueng, but this areaneeddurtherinvestigation.

We usethecoveringrelationto build groupsof subscrip-
tions andnatificationsto grantaccessights. Thereareef-
ficient methodsof calculatingthe covering relationso we
expectthatour mechanisnwill notrequireextremecompu-
tationresources.

We useusercredentialgo identify the subjectsof autho-
rization,which allows flexible adaptatiorto theapplication
needsWe alsoplanto discusow theprincipalscanobtain
thecredentialandhow the credentialanberealized.

Accesscontrol filters can be useful not only at edge
routers,but in all network nodes.Theaccessontrolfilters
could be propagatedogethemwith routingupdates.This is
usefulonly if routingupdatesandthe propagatiorof these
filters canbe donein a secureway. It mustbe ensuredhat
no bogusmessagesanbe insertedat routing nodesor be-
tweentwo nodes At aroutingnodetheaccesgontrolfilters
could representhe setof valid subscriptionsand notifica-
tions. The filters at the routing nodescould be createdby
meming thefilters from neighboringnodes.We will inves-
tigate how sucha mechanismcould improve the security
level.

Evenif the policy designerknow the semanticof the
messageghey may requirea methodologywhich helpsto
identify to which risk level which typesof policy rulesare
applicable.
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