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Abstract

Thepublish/subscribecommunicationmodelis increas-
ingly considered for implementingmiddleware infrastruc-
turesfor widelydistributedapplications.Scalabilityissues
androutingalgorithmsof such systemshaverecentlybeen
the focusof intensiveresearch. So far little attentionhas
beengivento securityandmanagementissues.

In currentpublish/subscribesystems,maliciouspublish-
ers can very easily insert bogus notificationswhich may
propagatedto a large numberof subscribers. Moreover,
there is no methodto control what notificationsthe sub-
scribersareauthorizedto receive.

We describea methodto specifyaccesscontrol policy
rulesusingexpressionssimilar to subscriptionexpressions.
Thesepoliciesdefineaccessrulesfor publishandsubscribe
functionsandscreeningrulesfor notifications.
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1 Intr oduction

The publish/subscribecommunicationpattern is very
well suitedconnectinglooselycoupledlarge-scaleapplica-
tions on the Internet. In this model,receiversof messages
expresstheir interestby subscribingto a classof events,
andthey areasynchronouslynotified if a senderpublishes
an event which matchesthe subscription. In this way the
modelallows a flexible n-to-m communicationamongthe
communicatingparties.

Publish/subscribesystemshave received increasingat-
tentionin the last few years. Both academiaandindustry
researchersareinvestigatingthisarea[7, 8, 10, 12].�

This work wassupportedin partby theEuropeanCommissionunder
contractIST-1999-10288,projectOPELIX (OpenPersonalizedElectronic
InformationCommerceSystem).

The commonclassificationschemeof thesesystemsis
basedon the subscriptionlanguage.In channel-basedsys-
tems,a receiversubscribesto notificationssentacrossa de-
finedchannel,whereasin subject-basedsystems,publishers
specifyanumberof subjectsto whichclientscansubscribe.
In content-basedsystems,the event matchingis basedon
theentirecontentof themessage.In this paperwe concen-
trateon content-basedsystems.

We alsoassumea generaldistributedsetting:Publishers
sendmessagesto onehostin theevent-dispatchingnetwork.
The network routesthe messageto interestedsubscribers,
who mayberegisteredat anotherhostin thenetwork. The
routingmechanismis basedonthemessagecontent.Figure
1 depictssucha situation.
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Figure 1. Distrib uted pub lish/subscribe sys-
tem

Currentwide-areapublish/subscribesystemsfaceseri-
oussecurityproblems,which is oneof theobstaclesto their
wider deployment. Wanget al. [13] recentlyanalyzedthe
securityrequirementsandissuesof thesesystems.Because
of the diversity of the scenariosthereis a little hopefor a
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uniformsecuritysolutionthataccommodatesall scenarios.
In our accesscontrol mechanismthe policy rules are

basedon the contentof the messageor subscription. We
applysubscriptionandadvertisementfilters andthecover-
ing relationsto definetheaccessrights. In ourapproachthe
rights to definethepolicy rulescanbedelegatedto trusted
partieswhoknow thesemanticsof thenotificationsandsub-
scriptions.In thiswayeffectivepolicy rulescanbedefined.
Wegrantaccessrightsto credentials.In thispaperwefocus
on how to definethe basiccontrol rules. We alsopresent
a screeningmechanism,which makesit possibleto define
confidentialattributesin thenotifications.We usethenota-
tion definedin [6].

Theremainderof thepaperis structuredasfollows. Sec-
tion 2 demonstratessomethreatsthatthepublish/subscribe
systemsfacewithoutanaccesscontrolmechanism.Section
3 presentsoursolution.Section4 containsrelatedwork and
Section5 providesa conclusionanda look at futurework.

2 Threatsrelatedto lack of accesscontrol

In an Internet-scaleevent basedsystem,the numberof
publishersandsubscribersmaybevery high. If thereis no
accesscontrolmechanism,all subscriberscansubscribeto
all eventpatternsandcanreceiveall publishedinformation.
Similarly, all publisherscanissueeventswith any content.

Theseare someattack scenarioswhich could be pre-
ventedwith anaccesscontrolmechanism.

� A malicious publishercan flood the whole network
with bogusdata.(DoSattack)

� Malicioussubscriberscaninsertfakesubscriptionsand
discardany messagesthey receive. This attackcanbe
madein anevenmorecoordinatedmannerif otherat-
tackers publish messageson thesetopics. This will
slow down thewholeevent-distributionnetwork. (Co-
ordinatedDoSattack)

� Malicious publisherscan issue fake advertisements.
This caninitiate updatesof the content-basedrouting
tables.If subscriberssubscribeto thesefakecontent,it
causesevenmoreupdates.This attackscenariois re-
latedto Siena[7], whereadvertisementmessagesare
defined.(Attackagainsttheroutingmechanism)

� In Stock QuotesDisseminationsystem,where sub-
scriberscanspecifyin which stockquotesthey arein-
terestedunderwhich conditions,anattacker cansend
messagesunderthenamesof othersor with falseinfor-
mation.Hecan,for example,publishfalseinformation
aboutthestockquotesof acompany andsomisleadthe
subscribers.(Accessviolation)

� Network event logger is an applicationwhich sub-
scribesto all patternsin the network and storesall
events.Network loggersintensively consumenetwork
resources.A further problemwith them in content-
basedpublish/subscribesystemsis that logging the
eventsovera long periodmakesit possibleto gainad-
ditional informationaboutthe network. If a network
loggerstatisticallyanalyzesthe event logs andusesa
network traffic analyzer, hewill beableto identify the
anonymouspublishers.More generally, he candraw
a mapof thenetwork anddeterminewhich publishers
publishinformationonwhattopicsandwhichpatterns
theparticularsubscribersareinterestedin. (Identifying
anonymouspublishers,violatingpublicationconfiden-
tiality)

In currentpublish/subscribesystemsthereis no access
control mechanismdefined,so an attacker canvery easily
insertbogusmessages,which thenreachlargenumbersof
subscribers.The publish/subscribeserviceeasily can be-
comeuselesswithout asuitablecontrolmechanism.

3 Our approach

3.1 Control mechanism

Ourgoalis to designanaccesscontrolmechanismwhich
is appropriatefor large-scalepublish/subscribesystems.
Actionsfor whichwewould like to authorizeprincipalsare
publishinganeventor subscribingto aneventnotification.
We grantonly positive accessrights. (It may increasethe
expressive power of a policy languageto definealsonega-
tive authorizations,but this needsfurther investigationand
is not thefocusof thispaper.) Withoutaccessrightsgranted
by a policy rule, a useris not authorizedto publishor sub-
scribeany events.We make theassumptionthatpublishers
andsubscriberstrusttheir local infrastructureto managethe
accessrights.

We definea methodusingsubscriptionor advertisement
filters for building groupsof notificationsandsubscriptions
to which thepolicy rulesgrantaccessrights. We call these
filters accesscontrolfilters.

We identify authorizationsubjectsby credentials.A cre-
dentialcanbe,for example,a digitally signeddocumentor
acertificatewhichcontainstheuserattributessuchasname
or groupmembership,or asignedreceiptwhichprovesthat
theuserhaspreviouslypaidfor a particularservice.

Thebasicpolicy rulesdefineaccesscontrolfilters to cre-
dentials.Thoserulesauthorizethepresentersof thesecre-
dentialsto performactionswhich canberelatedto the ac-
cesscontrolfilters. In this way we canachieve aneffective
controlmechanism,sotheaccesscontrolfilterscanbecome
thebasisof amorecomplex policy language.
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Thecontrolmechanismfor apublisherworksasfollows.
Thepublishersendsthe messagetogetherwith his creden-
tials to a host in the event-dispatchingnetwork. The host
accesscontrolcomponentreadstherelevantrulesfrom the
policy list (which is availablelocally) andcheckswhether
publishingthis actioncomplieswith thepolicy rules.If the
publisheris allowed to publishthis content,thenthe mes-
sageis passedto themessageprocessingcomponent,which
startstheeventpropagationbasedon themessagecontent.
Otherwisethe publisheris informed that he is not autho-
rized to sendthis message(Figure2). Similarly, the sub-
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Figure 2. Contr ol mechanism for pub lisher s

scribersendshis subscriptiontogetherwith his credentials
to the dispatchingnetwork host. The accesscontrol com-
ponenton this hostcheckswhetherthepolicy rulesandhis
credentialsallow him to insertthis subscription.If yes,the
subscriptionis insertedandthesubscriberis notifiedwhen-
everaneventmatcheshis subscription.

3.2 Notation

We usethenotationof a concreterealizationof thedis-
tributed publish/subscribemodel [8] to define the policy
rules. We usethis notationbecauseof its generalnature;
theresultspresentedherearenot limited to thatsystem.

Herewe summarizethe definitionsfrom [8] and intro-
ducea new relationwhich weneedfor our discussion.

An attribute is represented as a triple � ����	��

����������������������������� �
. A constraint is represented

asaquadruple!"� ���	��

��#$�%�����&��#
��'(
)�+*����,'�*�#)�%�����-�)��#��
.

Definition (covers relation) (from [8]): ! covers �
( !/.1023� ) if

�	��

��� � �	��

��#546��������� � �����&��#54
'(

�+*����,'�*�#����������������%�����-�)��#��

.
A filter is representedasa conjunctionof constraints.A

filter coversa notification( 78.19: �
) if

7;. 9: ��<>= !8?�7A@�BC�D? � @�!;. 02 �FE (1)

Herewedefinea new relation:
Definition (strictly coversrelation): 7 strictly covers

�
( 78GH9: �

for short):

7AG 9: �&< 7A. 9: �I4I= �J? � @�B !5?878@�!A. 02 �FE (2)

Thestrictly coversrelationis very similar to thecoversre-
lation,but it doesnot allow attributeswhich have no corre-
spondentsin thefilter. Examples:

�LK�M = (string message new product),
� M = (string mes-

sage new product, integer price 1). The relationK�M .19: � M is satisfied,but K�M8NGH9: � M sincethe

$*�O	PQ�

attributehasnocorrespondentin thesubscriptionfilter.

�LK+R = (string message new product, integer priceS 5),� R = (string message new product, integer price 1).
Both the relation KTR . 9 : � R and K+R G 9 : � R aresatis-
fied.

�LK+U = (string message new product,string color blue),� U = (string message new product, integer price 1).K+UJN.19: � U and K+UJNGH9: � U becausein the notification
thevaluefor attributecolor is missing.

The covering relationcanalsobe definedfor subscription
filters:

Definition (from [8]): 7 M subscriptionfilter covers 7 R
7 M . :: 7 R <>=�� ?5V>@�7 R . 9 : �8W 7 M . 9 : � E (3)

V is thesetof all possiblenotifications.We definehere
similarly thestrictly coversrelationfor subscriptions.

Definition: 7 M subscriptionfilter strictly covers 7 R
7 M G :: 7 R <>=�� ?5V>@�7 R G 9 : �8W 7 M G 9 : � E (4)

For our analysiswe needa definition for advertisements
which helpsto identify thepotentialnotifications.

Definition (from [8]): The setof notificationscovered
by anadvertisement(disjunctionof theconstraints):

� . 9X ��<>= � 0 ? � @�B !�YZ? � @�!�YZ. 02 � 0 E (5)

Thecoverrelationfor advertisementfilters (from [8]):

� M . XX � R <>=)� ?�V>@ � R . 9X �5W[� M . 9X � E (6)

Wedefineherethestrictly coverrelationfor advertisements:

� M G XX � R <>=)� ?�V>@ � R G 9X �5W[� M G 9X � E (7)

Carzanigahaspointedout in [8] thatthecoversrelationde-
finesa partially orderedsetof subscriptionandadvertise-
mentfilters. Similarly, the strictly coversrelationalsode-
finesa partialordering.

3.3 Control rules for publishers

We defineherehow thepolicy designercangrantaccess
rightsfor publishingusingpublishaccesscontrolfilters.

Granting accessrights basedon upper bound publish
filter: If thepolicy rulesfor thecredential

P
of a publisher
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definetheupperboundpublishfilter
��\

, thenheis allowed
to publishnotificationsfor which theupperboundfilter

��\
asa subscriptionfilter coversthenotification. For allowed
notifications

�
mustsatisfy

� \ .19: �
. If

�
is anallowedad-

vertisement,thentheadvertisementmustsatisfytherelation� \ . :: �
.

Examples:

� If only the
��\

= (string message new product) up-
per bound filter is defined for a publisher, then he
is allowed to publishthe notification (string message
new product,integer price10)but not allowedto pub-
lish (string weathersunny, integer temperature27)

� If only the
��\

= (string message new product) up-
per bound filter is defined for a publisher, then he
is allowed to issuethe advertisement(string message
new product,integer price S 100) but not allowed to
issuethe advertisement(string weatherany, integer
temperatureany)

If we also requirethat the relation
� \ GH9: �

satisfies,
thenwe call

� \
astrict uppercontrolfilter.

Thedesignerof thepolicy mayknow that thepublisher
presentinghis credentialfor authorizationhasknowledge
on only a certainnumberof topics. Thedesignertherefore
wishto controlhim by imposinglowerboundaccesscontrol
filters.

Granting accessrights basedon lower bound publish
filters: If thepolicy rulesfor thecredential

P
of a publisher

definethe lower boundpublishfilter
��\

, thenhe is allowed
to publishnotificationsfor which the lower boundpublish
filter

� \
coversasanadvertisementfilter coversthenotifica-

tion. For allowednotifications,
� \ .19X �

mustsatisfy. If
�

is an allowed advertisement,thenfor
� \

the advertisement
mustsatisfytherelation

� \ . XX �
.

Examples:

� If only the
��\

= (string message new product, inte-
ger price S 100) lower boundfilter is definedfor a
publisher, then he is allowed to publish the notifica-
tion (string message new product, integer price 10,
string color blue) but not allowed to publish (string
weathersunny, integer temperature27)or (stringmes-
sagenew product,integer price 523)

� If only the
��\

= (string message new product, inte-
ger price S 100) lower boundfilter is definedfor a
publisher, thenheis allowedto issueanadvertisement
(string message new product,integer price S 53) but
notallowedto issuetheadvertisement(stringmessage
new product,string color any)

Strict lowerboundfilterscanpreventmoreattacks.If apub-
lisherstartsto publishmessagesin a new topic, updatesin
routing tables,possiblyover a large numberof nodesare

initiated.Thusalwayspublishingin new topicscanbeseen
asanattackagainstthe routing infrastructure.Strict lower
boundfiltersonly allow attributeswhichhaveacorrespond-
ing constraintin theadvertisement.

Thereareeffectivemethodsto provewhethertherelation
7]. �

satisfies[5, 6, 9], so we belive that on the basisof
accesscontrolfilters, anexpressive policy languagecanbe
definedfor whichefficient compliancecheckingexists.

3.4 Control rules for subscribers

Analogouslyto publishers,we definehow accessrights
to subscribecanbegrantedbasedonly on subscriptionsus-
ing thecoveringrelations.

It shouldbe possiblefor policy designersnot to allow
verygeneralsubscriptionpatternsfor all subscribers,in case
theapplicationareasuchsecurityrequirementswhichcould
not beachievedotherwise(for example,subscriptionconfi-
dentialityor anonymoussenders).

Granting accessrights basedon upper bound sub-
scribe filters: If the policy rules definethe upperbound
subscribefilter

� \
for a subscriberwith a credential

P
, then

heis allowedto subscribeto subscriptionsfor whichtheup-
perboundaccesscontrolfilter

� \
coversthissubscriptionas

asubscriptionfilter
� \ . :: K .

Example:If the
��\

= (string message new product)up-
per boundfilter is definedfor a subscriber, then he is al-
lowedto subscribeto (string message new product,integer
price 10) but not allowed to subscribeto (string weather
sunny, integer temperature ^ 25)

Further, we can define lower bound filters for sub-
scribers,which enablesto preventauserfrom beingableto
subscribeto a very specificcondition,if necessary. Match-
ing notificationsagainstlargesubscriptionfilterswith many
conditionscanbetimeconsuming.

Granting accessrights based on lower bound sub-
scribe filters: If the policy rules definethe lower bound
subscribefilter

� \
for a subscriberwith a credential

P
, then

he is allowed to subscribeto subscriptionfilters for which
the lower boundsubscribefilter

� \
coversasan advertise-

mentthesubscription
��\ . XX K .

Example: If only the
� \

= (string message any) lower
boundfilter is definedfor asubscriber, thenheis allowedto
subscribefor (string message new product)but not autho-
rizedto subscribefor (string message new product,integer
price S 100).

3.5 Inf ormation confidentiality for subscribers

Here we presenta mechanismwhich can be usedto
supportinformation confidentiality for subscribers. This
methodpreventsthe disclosureof sensitive informationto
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non-authorizedsubscribers,but not to network eavesdrop-
persor to routinghosts.

The policy designercancontrol for which subscription
filter asubscriberis authorizedto subscribewith themethod
presentedin theprevioussection.On theotherhandhehas
no way to definewhich attributesof the messagemustbe
keptsecretto which subscribers,sincethenotificationsre-
ceivedby a subscribermaycontainattributeswhich do not
have correspondentsin thefilter. If we changethenotifica-
tion mechanismslightly, we canmake it possibleto define
theauthorizedsetof attributes.Our ideais that thehostin
the event-dispatchingnetwork which notifies the usernot
only checkswhetherthenotificationis coveredby thesub-
scription,but if necessarycutstheattributesaccordingto the
accesscontrolrightsof thesubscriber. We call this method
screening.

Beforewedefinethescreeningmethodformally, wegive
an example: Let us supposethat a subscriberis allowed
to subscribeonly for K for which

��\ G :: K , where
��\

=
(string message any, integer price any). So he subscribes
to thepattern(stringmessagenew product,integer price S
100). If a publishersendsthefollowing notification(string
message new product, integer price 23, string color red)
thenthesubscriberreceivesthenotification(stringmessage
new product,integer price 23). Theattributecolor will be
screenedout,sincethesubscriberis not allowedto readit.

One result of this methodis that different subscribers
may have differentviews of the samenotification. This is
thecaseif they havedifferentsetsof credentialsandsodif-
ferent accessrights. We considerit acceptablesince the
subscriberis notified and all information he requestedin
themessage.The subscriberdoesnot evenrealizethedif-
ference.

Definition (screening): Let 78.19: �
. We saythat

�
is a

screeningof
�

relatedto 7 if

75G 9: �_4I=)` ? � @�BC�a? � @b�;� `
(8)

If theinfrastructureprovidesthescreeningmechanism,the
policy designercandefinetheallowedsetof attributesusing
the strictly covers relation. With strict upperboundfilter��\

he can requirea minimum set of attributes:
��\ G :: K

for allowedsubscriptions.For definingthemaximumsetof
attributeshecanusea strict lowerboundfilter

��\ G XX K .

4 Relatedwork

Oasis[1, 2] is a role-basedaccesscontrol architecture
designedby the University of CambridgeComputerLab-
oratory to provide accesscontrol for distributed services.
Accessrightsareassociatedwith rolesratherthanindivid-
ual principals. Rolesareservice-specific,the role naming
andprivilege managementis completelydecentralized.A

principal hasto presenthis credentialsat servicesto acti-
vatea role membership.Oasisprovidesa formal role defi-
nition language(RDL) basedonHornclausesin whichser-
vices can specify the conditionsfor principalsto activate
the role. If the principal conformsto the policy, the ser-
vice issuesa role membershipcertificatewhich the client
presentswhen he wants to use the service. Becausethe
rolesin Oasiscanbeparameterized,it is possibleto express
exceptionsto thedefault accesscontrol. Rolemembership
certificatesareprincipal-specific,but Oasiscanalsohandle
anonymouscertificates. The policy rules in Oasisdo not
rely on themessagecontent,asin our work, sinceOasisis
not designedfor content-basednotificationservicebut for
generaldistributedservices.

Oasisis built upon the CambridgeEvent Architecture.
Using event notification, role membershipcan easily be
revoked if someconditionsbecomefalse. On the other
handpublishingandsubscribingeventsmayalsobebuilt as
Oasis-awareservices.Cross-domainscenariosarealsopos-
siblewhenall domainstrusteachother. Thereis no mech-
anismto involveunknown andthereforeuntrustedservices;
however, [2] proposesa certificateissuingand validation
(CIV) service.

Wanget al. [13] analyzethesecurityissuesandrequire-
mentsin Internet-scalepublish/subscribesystems.Thepa-
per also presentsa publicationcontrol mechanismwhich
is basedon a challengingmechanism[14]. Theadvantage
of this schemeis thatsubscriberscaneasilyestablisha fil-
ter andsubscribefor this challengedpublication.With this
methoda subscribercan receive notificationsfrom legiti-
matepublishersif he previously distributesa secretfunc-
tion with anout-of-bandmethodfor them.A problemwith
this scenariois that only onesubscriberinitiates the chal-
lenging of one (or more) publishers. It is difficult to in-
form othersubscribers,which publicationis challenged,if
thesubscribersdo not know eachother.

Wangetal. alsoproposesanapplication-specificcontrol
mechanismto achievepublicationconfidentiality.

Opyrchaletal. [11] alsorealizetheimportanceof secure
event delivery but they concentrateon the securedistribu-
tion of eventsfrom the network hoststo the subscribers.
They comparedifferent clustering and caching schemes
both analyticallyandempirically by meansof simulation.
The goal of their work is to reducethe numberof encryp-
tionsneededsoasto increasemessagethroughput.

TheScribe[12] large-scaleeventnotificationinfrastruc-
tureusesalsocredentialsto provideaccesscontrol.Accord-
ing to thecommonclassification,Scribeis a subject-based
system:Scribenodesmaycreatetopicsandothernodescan
thenregister their interestin thesetopics. Credentialsare
linkedto thetopics.We analyzedthesolutionfor themore
generalcontent-basedsystems.
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5 Conclusionand futur e work

We identified the need for a scalable publication
and subscriptioncontrol mechanismfor wide-areapub-
lish/subscribesystems.In this paperwe presenteda tech-
niqueto defineaccesscontrolpolicies.Our approachfits to
thepublish/subscribemechanism.This mechanismis only
onepartof acompletesecurityarchitectureandcanonly be
effective in cooperationwith othersecuritymechanisms.

An areaof future researchis to analyzehow to proceed
if theuserhasmorethanonecredential.A naturalnext step
in the work is to analyzethe requirementsfor the policy
language,andfurtherdesignsucha policy languageon the
basisof accesscontrolfilters. In our futurework we would
like to extendtheaccesscontrolcomponentto a trustman-
agementenginewhich supportsthedelegationof certifying
usercredentialssimilar to [3, 4]. The policy rules could
alsoincludeinformationabouttheallowedpublicationfre-
quency, but this areaneedsfurtherinvestigation.

Weusethecoveringrelationto build groupsof subscrip-
tionsandnotificationsto grantaccessrights. Thereareef-
ficient methodsof calculatingthe covering relationso we
expectthatourmechanismwill not requireextremecompu-
tationresources.

We useusercredentialsto identify thesubjectsof autho-
rization,which allowsflexible adaptationto theapplication
needs.Wealsoplanto discusshow theprincipalscanobtain
thecredentialsandhow thecredentialscanberealized.

Accesscontrol filters can be useful not only at edge
routers,but in all network nodes.Theaccesscontrolfilters
couldbepropagatedtogetherwith routingupdates.This is
usefulonly if routingupdatesandthepropagationof these
filters canbedonein a secureway. It mustbeensuredthat
no bogusmessagescanbe insertedat routingnodesor be-
tweentwo nodes.At aroutingnodetheaccesscontrolfilters
could representthe setof valid subscriptionsandnotifica-
tions. The filters at the routing nodescould be createdby
merging thefilters from neighboringnodes.We will inves-
tigate how sucha mechanismcould improve the security
level.

Even if the policy designersknow the semanticsof the
messages,they mayrequirea methodologywhich helpsto
identify to which risk level which typesof policy rulesare
applicable.
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