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Abstract

E-businessapplicationsneedrobustand powerfulmed-
anismsto authorizesecurity-critical actions. This actions
canbeverycomple, sincethey canbeinitiated not only by
humanuses but alsoby applicationsor softwae agents.

Existingauthorizatiormedanismslonotscalefor large
numberof usesif thetrustrelationsare dynamicandfail to
providereliableauthorizationamongstrangers. Our med-
anismusesauthorizationrelevant attributesto definethe
policy. Theattributesare assignedo principalsin a decen-
tralizedmanner

We also presenta methodto reducethe financial losses
which mayariseif theauthorizationmedtanismfails.

We concludethe paper with our plans for future re-
search.
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1 Introduction

Most of the existing public key infrastructuregsanonly
be usedto authenticateisers.To separatéhe authorization
processnto two phase®f authenticatiomndaccesgontrol
is not appropriatefor mary e-businessapplicationssinceit
is very likely that serviceprovider and the userare com-
plete strangersn the physicalworld. On the other hand,
e-husinessserviceshave to authorizenot only personsput
possibleother applicationsor software agentswhich can
initiate muchmorecomplex actionsthanhumanusers.

New publickey cryptographybasedauthorizatiormech-
anismg[1, 4] bind the authorizatiorinformationdirectly to
keys. In this way the setof credentialscandirectly prove
whetherthe requesteis authorizedto performthe action.

*This work wassupportedn partby the EuropearCommissiorunder
contractiST-1999-10288projectOPELIX (OpenPersonalizedtlectronic
InformationCommerceSystem).

Policiescandirectly authorizekeys or delegatethe respon-
sibility to othercredentiaissuerghatit truststo have both
therequireddomainexpertiseandrelationwith thepotential
requesters.

In thesesystemspolicies authorizedirectly the princi-
palssimply by listing their public keysin theassertionlf a
policy designemwishesto authorizelarge numbersof prin-
cipals,hecanhave alargelist of keys or hecandelggatethe
right of designingpolicies. For eachadditionalnew service
for which he wishesto authorizelarge numbersof princi-
pals, he againhasto definea large list or initiate a large
delegationnetwork.

In realworld situationsthe policiesusuallychangeess
oftenthanauthorizatiorrelevant attributes,so this alsoin-
dicatesto separateahe policy andattribute credentialasser
tions.

This problemsmotivatedusto designa public key based
authorizatioomechanisnwhich usesauthorizatiorrelevant
attributesto definethe policy. With this method,defining
policiesfor new servicess simpleandthereis no needto
redistribute the credentialsbecausehe new policy canbe
definedusingthe existing attribute assertionsln our mech-
anism, which is called Nereus,the right to issueattribute
credentialscan be delegated,which makes possibleto au-
thorizeactionsof strangers.

1.1 Trust management approach to authorization

Trust managementvasfirst introducedin [3]. In trust
managemenapproachpolicies and trust relationshipsare
expresse@sprograms.This makesit possibleto definealso
complex trust relationships. A centralpart of trust man-
agementapproachthe delegation: ary principal canissue
credentialr delggatethe responsibilityto otherpartieshe
truststo issuecorrectcredentials.

Thetrustmanagemerdpproactseparatetheauthoriza-
tion decisionfrom the application.The authorizationques-
tion in trust managementeadsas follows. “Does the set



of credentialgprove that the requestcompileswith the lo-
cal securitypolicy? " The compliancecheckingprocedure
basenaformal proof.

The remainderof the paperis structuredasfollows. In
Section2 we presentour authorizationmechanism. Sec-
tion 3 describesa possibleextensionof our systemusing
insuranceiechniques.Section4 containsrelatedwork and
section5 providesconclusionanda look at futurework.

2 TheNereustrust management system
21 Motivation

Binding the authorizationinformationdirectly to public
keys hasapparensecurityadvantages.The proof whether
theactionis allowedcanbeprovedbasednthis credential.
Thisapproactalsoenableshedelgyationof issuingcreden-
tials. On the otherhandif the delggationnetwork is large,
the original intentof the serviceprovider might belost. An
anotherproblemis, that cheatingentitiesin the delegation
network candefeatthe whole authorizatiormechanism.

Authorization relevant attributes usually changemore
frequentlythanthe policies so this motivatedus to handle
thesestatementseparate.

Our approacksharegheideato completelyseparatehe
trustdecisionform applicationswith theexisting trustman-
agemensystemg?2, 3]. We think neverthelesghatfor de-
signingagoodandexpressie policiesthedesigneneedgo
have a direct contactwith the serviceprovider. To find the
policy designer who hasboth the domainknowledgeand
directcontactwith requestersiightrequirelong delegation
chains,andthe serviceprovider hasno guaranteethat the
policy really correspondsvith his original intent. Big dele-
gationnetworksalsoinvolve therisk of having liable chain
links.

2.2 Oveview

The policy definitionsof Nereushaseon attributes. This
malkespolicieshighly flexible andhumanreadableandalso
appropriateo defineauthorizatiorof largenumberof users.
The authorizationattributesare assignedy credentialis-
suers.Any principalmayissuecredentialstherole of dele-
gationis to enableto find the right issuer who hasreliable
informationaboutthekey owner. Theright to issuecreden-
tials canbe delggated. In this way we do not bind the au-
thorizationto keys, but the authorizationdecisioncan still
be maderelying on credentialandpolicies.

Nereusadoptghetrustmanagemerdpproachwherethe
authorizationis viewed asa proof-of-complianceproblem.
TheNereudrustmanagemergystemhasfive basiccompo-
nents.

A languagedescribingthe securitycritical actions.

A mechanismdentifying the principals,who canbe
authorizedo performanaction.

e A policy languagewhich enablego describethe au-
thorizedactions

e A credentiadefinitionlanguagewhich enablego de-
fine the authorizatiorrelevantattributes,and supports
the delegationof credentiaissuing.

e A general-purposand applicationindependentom-
pliancechecler, which determinesvhetheran action
is authorizedbasedon the setof credentialsandpoli-
cies.

In Nereusprincipalsareidentified by their public keys,
actionsaredefinedin the currentversionasa setof name-
valuepairs.

To reducetherisk of falseattribute certification,we sug-
gestaninsurancenechanismwhichis describedn section
3.

2.3 Credentialsand policiesin Nereus

Thereare two typesof attribute credentialsin Nereus.
Binding credentialshind specificattributesto public keys
anddelegationcredentialswhichallow to delegatetheright
to bind a specificattributeto keys.

Exampleof an attribute credential: (We usevery short
keys only to keepthe credentialseadable.)

Ner eus-Version: 1

Comment: A sinple attribute credential
Type: binding

| ssuer: "RSA abcd1234"

Li censee: "RSA: 1234abcf"
Attribute name: position
Attribute val ue: manager

I nsurance: 120

Not Bef or e: 01- 01- 2001

Not After: 31-12-2002
Signature: "RSA-SHA1l:f102bca"

This credential states that the owner of the key
RSA:1234abcfs in positionmanager This is certifiedby
RSA:abcd1234.The credentialmay also containmore at-
tributes.

To delegatetheright to morethanoneentity is alsopos-
sible. In this casethe keys shouldbe separatedvith ‘OR’.

Exampleof a delegationcredential:

Ner eus-Version: 1

Conmment: A sinple attribute credential
Type: del egation

| ssuer: "RSA abcd1234"



Li censee: "RSA: 1234abcf"
Attribute nane: position
Attribute val ue: manager

I nsurance: 120

Not Bef ore: 01- 01- 2001

Not After: 31-12-2002
Signature: "RSA-SHA1l:f102bca"

The differenceto the previous exampleis the creden-
tial type, which is here‘delegation’. The owner of the key
RSA:abcd1234ssuesthis credential,if he wantsto dele-
gatethe responsibilityof certifying the attribute ‘manager’
to key RSA:1234abcf.

Therearealsotwo typesof policy credentials.Binding
credentialsssigrauthorizatiorto attributes,anddelegation
credentialsyhichallow thedelegationof theright to define
policies.

Exampleof a policy:

Ner eus- Version: 1

Comment: A sinple policy

Type: binding

| ssuer: "RSA: 1357acd"

Li censees: @ position)=manager AS-

SERTED BY "RSA: abcd1234" &&
@entitledtosign)=yes ASSERTED BY
"RSA: 1432dbca"

Conditions: (app-domain == "SPEND') &&
(@dollars) < 1000 )

M ni mum i nsurance val ue: 110

This policy allows for ownersof keys, who have been
certified as managerand entitled to sign to spendmoney
lessthan 1000 dollars. The policy designercan specify
who can certify theseattributes. The holder of the key
RSA:abcd1234anissueanattribute credentialor delegate
theresponsibility

Thereis a special policy with the text ‘POLICY’ in
issuerfield, which representghe local policy and senes
as “trust root” in compliancechecking. The following
exampleshows a policy which delegatesall responsibilities
to definepoliciesto key RSA:1234ff.

Ner eus- Version: 1

Type: del egation

| ssuer: "PCLI CY"

Li censees: "RSA: 1234fff"

2.4 Theauthorization mechanism of Nereus

Nereususesvery similar authorizationmechanismsas
theexistingtrustmanagemergystemsTherequestesends
all relevant credentialswith his request. The authorizing
applicationpasseshe userrequestthe usercredentialand

thepolicy credentialdo the compliancechecler, which de-
cideswhetherthe actionconformsthe securitypolicy with
the presentedetof credentials.In our mechanismlike in
KeyNotetrustmanagemergystenthe proofof compliance
isagenerapurposeandapplication-independematgorithm.
As arguedin [2], this approacthasseveraladvantagesbe-
causahecompliancecanbeformalized,provedandimple-
mentedin a standardpackageandso we cangain a more
reliableimplementatioranda cleardefinition.

Informally, the compliancechecler of the KeyNotetrust
managementsearchesone path in the users credentials
graphfromthelocal POLICY assertiorio therequestekey.
Our systemon the otherhandcheckswhetherall required
attributesarepresent.

We investigatethe formal proof of our compliance
checkingmechanism.

25 Comparison with KeyNotetrust management
system

Our systemadoptstheideaof compliancecheckingand
delegation of responsibilities,but Nereusis different in
mary pointsfrom KeyNote[1].

Use of attributes The useof attributesmakesthe system
more flexible if authorizationsfor large numbersof
usershave to be defined. In Nereusthe attribute and
policy assertiongreseparatedndhave differentsyn-
tax.

Limited delegation The attribute binding credentialscan-
not be further delegated. The delegation credentials
cannotbe usedto request service.

Compliance checking Nereususesa differentcompliance
checkingmethod.

3 Trust insurance economics

In therealworld insurancecompanieselp usto allevi-
ate the financial risks we facein differentsituations. Lai
etal. [8] analyzedfirst the useof insuranceechniquesn
distributedsystemssecurity

We suggestan insurancemechanisnfor authorization,
which is a possibleextensionof our Nereusmechanism|If
a malicioususermanagedo performan action, for which
he is not authorized the serviceprovider, who offers the
servicefor money, haslessincomes. Our ideais to use
an insurancetechniqueto reducethe risk of this kind of
losses.We areconsideringhe useof suretybondingtech-
nigue,whichwasappliedby ReiterandStubblebing13] to
designa meaningfulauthenticatiommetrics.

Themainideaof themethodis thatif &; issuesacreden-
tial for k-, thenthe credentialincludesaninsurancevalue,



for whichtheownerof k; insuregheassertionlf theasser
tion turnsout to be incorrect,the owner of k; is liable for
the statedamount.

Lets assumdirst, thata policy requiresone attribute to
be present.We canbuild a graphof credentialsasfollows.
The nodesof the grapharethe keys, andthe edgesrepre-
sentthe delggationrelationshipor binding the attribute to
thekey. The sourcenoderepresentshe policy. Thetarget
nodeis theattributecredential In thisgraphthereexistsone
or morepathfrom the sourcenodeto the targetnode. Ob-
taining a falseattribute-key binding meansthat every path
formthesourceo thetargetnodehassomeliable edge.Re-
iter and Stubblebing13] argues thatthe minimuminsured
amountsenesa good metricsfor the attribute - key bind-
ing. Thisamountcanbecalculatedwith the Ford-Fulkerson
graphalgorithmfor determiningthe graphs minimum ca-
pacity cut. For amoredetaileddescriptionof theinsurance
techniquewe referto [13].

TheFord-Fulkersoralgorithmworksoriginally with one
sourceandonetargetnode,asappliedin [13]. It is easyto
prove,thatit canbe alsoappliedin our situation,with one
sourceand multiple target nodes. This casecanbe simple
reducedo the onetargetnodecase|f we imaginea super
targetnode,whichis insuredwith aninfinite valueby all of
ourtamgetnodes.

Our ideais to include the required minimum insured
amountinto the policy andaskthe compliancechecler to
calculatethe minimum insurancevalueof the attribute-key
binding using the Ford-Fulkersonalgorithm. The policy
containghe minimuminsurancevalueexpectedby the ser
vice provider. Thecompliancecheclerdeliverspositive an-
sweronly if the minimum insurancevalueis higher, than
therequiredamount.

Figure 1. Minimum insurance value

Figure 1 shavs a minimum cut which yields 30 dollars
insurancefor the specifiedpolicy. Thedarkgrey pointrep-
resentghe policy (which is in this caseidenticalwith the
local POLICY), thelight grey pointsrepresentherequired

credentialsandthe white pointsarethe delegationcreden-
tials. Thenumberonthe edgeglenotegheinsurancevalue.
Providing insurancdor credentiakcanbe seenasagood
businesopportunity Insuranceprovidersmight build up a
reinsuranceetwork to furtherreducetheir own risks.

3.1 Discussion

Theuseof insurancen credentialsntroduceshew prob-
lems,lik e identifying thefalsedelggationin the chain,pay-
mentof insurancepremiums,recovering funds. Attribute
certifiersdonotknow for whatpurposeshecredentialshey
issuewill be usedfor. Insuranceprovidersnot very likely
insure”To whomit may concern”type of statementsso a
supersebf possibleactionsshouldalsobe includedin the
credential.

We haveto find asolutionfor theseproblemsf wewould
like to apply thesetechnique. We belive that is worth to
studyingthesefield, evenif the problemsseemnot to easy
to solve, becausehey canleadto a reliable authorization
mechanismandsoit canstimulatee-husinesson a global
level.

An importantaspeciof usinginsuranceechniquesthat
the trust relations are built not on personalrelations or
trustedauthorities,but on the basisof financial interests,
which might be preferablefor the e-businesscommunity
Thetrustinsuranceeconomyneedgo be further studiedto
determinewhethertheselfregulatingeconomycanprovide
theright solutionfor companies.A serviceprovider prob-
ably will notacceptasolution,whereusersvery oftengain
accesdo theserviceusingboguscredentialsgvenif hecan
recover the lossesfrom insuranceproviders. In this case
we mightneed-possibledecentralizedendorsemerandli-
censingservicedo regulatethe developmenif economical
processes.

4 Related work

Ourwork is closelyrelatedto KeyNote[1]. A compari-
sonof our systenmto KeyNote canbefoundin Section?2.

Herzbeg etal. [7] presentatrustpolicy languagéTPL)
to definethe mappingof strangersnto roles. Certificateis-
suersare eitherknown in advanceor have to presentsuffi-
cientcertificatego be consideredisa trustedcertificateis-
suer Their systemsupportsalsonegative certificateswhile
in Nereusis assertiormonotone.In TPL languagehe pol-
icy designercanlimit the length of certificatechainsand
specifyfor importantroles, how mary differentcertificate
issuerhasto assign. This techniqueincreaseghe reliabil-
ity of the system but asarguedin [13] theinsurancebased
methodprovidesmoremeaningfulresults.Their systemau-
tomaticallycollectsthe missingcertificates.



Li [9] designedhlogic-basedanguageo represenpoli-
cies,credentialandrequestsn distributedauthorizationin
hisPhDthesis.ThislanguageasNereusnablego delegyate
the attribute authoritiesto entitieshaving certainattributes.
In his later works [10] Li addresseshe credentialchain
discovery andproposes role-basedrust-managemern-
guage.

Feigenbauni6] analyzesheinfrastructuraheeddor au-
thorizationwhich enable®lectroniccommerce Sheformu-
latesbasicprinciples,whatwe alsotry to apply, namelyuse
of expressie credentialsand policies, authorizationbased
on compliancechecking,competentredentiaissuers.

In SPKI/SDSI[4] certificatescan be alsouseddirectly
for authorization. In delgyationis similar to our delega-
tion, SDSI certificatescontaina booleanvalue specifying
whetherthe ownerof the publickey is permittedto delegate
the authorization. In SPKI alsothe delegationcertificates
canbeusedascredential®©ppositeto Nereus.

The X.509v3certificatesmay have an’Extension’field,
which canbe usedto provide someattributesor privileges
of theowner(for example’manager’or 'right to signbills’).
The problemwith this approachthatthe life time of this
privilegesusuallymuchshorterthanthelife time of thecer
tificate. Attributecertificateg5] try to overcomeheseprob-
lems. AC is a separatestructurefrom the identity certifi-
cate,usuallyshortlivedandbindsattributesof the ownerto
his public key certificate.A personmay have multiple ACs
connectedo his public key certificate. Nereusaddresses
theanalogouproblemsn trustmanagementAttributecer
tificatesareusedby Oppligeretal. [12] to implementrole-
basedhuthorizatiorandaccesgontrols.

5 Conclusion and futurework

We presentedhe designof a trust managemensystem
which is scalablefor large numberof users.In our system
the policies grant accesgights on the basisof authoriza-
tion relevant attributes. Policiesonly grantpositive access
rights. Theattributesareassignedo principalsin a decen-
tralizedmanner

We alsopresenteéninsuranceaechniquewhich canen-
able very robust authorizationmechanismsnd so can be
appliedto authorizealsopreviously unknown entities.

In thecurrentversionof Nereuswe supportsimplename
valuepairsasactionswhichis appropriatdor alargenum-
berof applications.We areworking on moresophisticated
areaspecificdefinitionsof the security-criticalactionsfor
publish/subscribeniddlevare[11]. The applicationinde-
pendentauthorizationproceduremakes possibleto apply
themechanisnfor middlewvareservices.

We arealsoworking on a formal proof of correctnessf
our compliancechecler.

We madethe implicit assumptionthat all relevant cre-
dentialsandpoliciesareavaliableat thetime of compliance
checkingasothertrust managemensystemsalsodo. It is
not a trivial taskto collectall requiredcredentialsjt needs
furtherinvestigations.

Credentiarevocationalsoraisesmportantquestions.
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